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SECTION 0. TERMS AND DEFINITIONS

Terms:

OA 3.0: OEM Activation 3.0: The methodology by which an OEM can prepare a computer for the
Windows 8 or Windows 8.1 or Windows 10 end-user activation and validation process.

Factory Floor Key Inventory (FFKI) refers to the inventory on the factory floor where devices are
manufactured on a large scale. The number of keys needed on the manufacturing line is determined by
the OEM. The number is based on the line forecast and current inventories on the Factory Floor Key
Inventory system on the factory floor. The keys are protected and transmitted from MDOS to the
Factory Key Inventory system via HTTPS. The MDOS FFKI connects to the MDOS Cloud directly via APl or
support via an offline model. The FFKI also directly connects to the OA 3.0 tool. The MDOS FFKI business
model is governed by the OEM Global Partner Agreement, under OA 3.0 terms. As part of the OA 3.0
decentralized business model, the relationship between OEM and any partner managing the MDOS FFKI
business model on the OEMs behalf is managed directly between the OEM and their FFKI partner.

TPI: Third-Party Installer: A manufacturer that is licensed through a TPl agreement to preinstall the
Windows operating system onto a computer on behalf of an OEM.
TPIs are authorized to use the OA 3.0 Tool

CBR: Computer Build Report: A report that the OEM generates for each manufactured computer at the
OEM site, and then sends to Microsoft for processing. This report includes the header data, the
hardware hash value, the product key ID, and any included optional information.

Hardware Hash: A unique, hash value that represents the hardware component information for a
specific computer. The OEM uses the OA 3.0 Tool to calculate and send this value, in addition to the
product key ID, to Microsoft in the Computer Build Report.

PBR: Product Build Report: A report that the OEM or Factory partner generates for attaching Office 365
and or Microsoft Store Products to a Windows key or set of keys prior to or post shipment of the device.
A PBR can be created and submitted for a Windows Key up to the point the device is activated. PBR’s
cannot be submitted for Windows Digital Product Keys that are in the activation enabled state.

ULP: Up Level Partner: A partner that is a parent to the down level partner in the MDOS Business setup.
Partners who are OEM’s are Up Level Partners to their Factory Partners who are considered Down Level
Partners in the hierarchy of the MDOS system.

DLP: Down Level Partner: A partner that is a child of the Up Level Partner (ULP) in the MDOS Business
setup. Th DLP partner receives Digital Product Keys and Service Keys from their Up Level Partner in the
MDOS hierarchy. The DLP is invited to join the ULP’s business via an email invite, complete with the
MDOS Smart Client Factory Floor tool installation link contained.

DPK’s: Digital Product keys: The 25-character product key, formatted as XXXXX-XXXXX-XXXXX-XXXXX-
XXXXX, which Microsoft provides to partners and end users to activate a single copy of Windows on a
computer. The item that is ordered, fulfilled and deployed to the factory to be injected into the
firmware of the Windows device. DPK’s are used in the manufacturing of Windows based devices and
can have specific items attached to these keys for end user entitlements.
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Product Key ID: A unique serial number that Microsoft provides. This number is associated with the
product key.

Standard Order: An order for product placed by an OEM, specifying a single delivery location (OEM or
TPl site) and including a specific quantify and requested delivery date for each line item. The product

keys are fulfilled directly to the OEM.
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SECTION 1. INTRODUCTION

Welcome to the Microsoft MDOS Smart Client (SC) 2.0, for use with the MDOS Cloud to complete the
OEM Activation 3.0 (OA3.0) end to end process. If you are not familiar with the OA3.0 process, please
review the below information to ensure you have a strong base level understanding before proceeding.

OA3.0 is the new method of manufacturing Windows 10 and beyond devices. Microsoft converted using
Certificates of Authority (COA Stickers) to Digital Product Keys (DPK'’s) which require a BIOS injection of
the 5x5 digital product key into the motherboard BIOS/UEFI of every Windows device. As part of the
manufacturing process, Microsoft also requires a computer build report (CBR) be sent back for each
device that is manufactured with Windows 10 and beyond.

The OEM Activation 3.0 requires an end to end process to complete the manufacturing requirements.
The process starts with an OEM entering into a licensing agreement to manufacture and ship Windows
and Microsoft products, such as Microsoft Office. Once a licensing agreement is in place between the
OEM and Microsoft, the OEM is then required to onboard to the MDOS cloud web services in order to
transact.

As part of the onboarding process to the MDOS cloud, the OEM will be required to setup and define a
business within MDOS and invite their respective down level partner (DLP’s) to participate in the end to
end process. Once the OEM onboards their manufacturing partner(s) or Third Party Installer(s) (TPI), the
TPI will install the new Microsoft MDOS Smart Client 2.0 application on the manufacturing lines in order
to manufacture Windows 10 systems and beyond. Please see the diagram below for an end to end flow
diagram example of how the OA3.0 process works:

Illustrative OA 3.0 Process Model

Inventory & Injection & — Billing &
Delivery Distribution R i Invoicing

« Calculate HW Hash for Each
Computer Manufactured

« Adhere Microsoft Genuine
Label

De{iw : @ @ w;s:gp Adtivation

Microsot ¥

. i Windows

Microsoft Operations Data Repository Activation Services

Diagram 1: OEM Activation 3.0 end to end process flow
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MDOS Architecture Overview: It is important to understand the architecture of the MDOS system as
there are two parts; MDOS Cloud and the MSC v2.0. The MDOS cloud is a dedicated Microsoft Azure
Web Service that is available to Breadth Partners of Microsoft worldwide. MDOS cloud is a web service,
accessed and managed by using a standard Internet Browser and does not require the installation of
local files or applications in order to run or function.

The second portion of the MDOS service is the new MDOS Smart Client v2.0, which is a standard
Win32/64bit application with web services support. The MSC is installed in the factory on the
manufacturing line(s) and provides access to the Microsoft digital product keys and product pins
required in order to manufacture Windows 10 devices and beyond.

Once the OEM has onboarded to the MDOS Cloud and has defined their business, the OEM is ready to
invite the TPI for installation of the MSC client and the start of Windows device manufacturing. The MSC
client will install and automatically connect back to the MDOS cloud for final setup and configuration.
Once the MSC client completes installation, the OEM can deploy or transfer a set of Digital Product Keys
to their respective Down Level Partners (TPI’s) for manufacturing windows devices and sending back a
CBR for each device, thus completing the full end to end OA3.0 process.

MDOSSC Client 2.0 Overview: The Microsoft MDOS Cloud is an Azure based web service offering that is
used mainly by either an OEM and or an ODM partner. The MDOS cloud is the “Parent” entity in the
business definition within the MDOS system and is the service that connects to Microsoft’s OA 3.0
backend web services (see diagram 1 OEM Activation 3.0 end to end process flow). The MDOS cloud is
used by the OEM/ODM to place orders, fulfill the digital product keys, setup a business with down level
partners in factories, perform digital product key computer build report (CBR) submissions, Product
Binding Report (PBR’s) submissions, as well as digital product key returns in what we call a Centralized
Business setup. The MDOS cloud is used to connect to the MDOS Smart Client, which resides within the
factory or manufacturing site, in order to complete Windows OA 3.0 manufacturing end to end
requirements.

The MDOS Smart Client V2 is a web services based smart client application that is required to complete
Windows 10 and beyond OEM Activation 3.0 manufacturing. The new MDOS SC is a standard 32/64bit
Windows application that will install on a Windows workstation or Windows Server class machine. Once
the OEM partner has logged into the MDOS Cloud, they will proceed to creating a secure business. The
business they define will depend on their manufacturing requirements and needs, the number of
manufacturing partners required, and the locations these factories reside. The OEM partner will decide
who their manufacturing partners will be when manufacturing Windows devices. Once the OEM has
identified their manufacturing partners, they will “invite” their manufacturing partners into their MDOS
Business by sending an MDOS Cloud email to the manufacturing contact they will work with. The
manufacturing partner contact upon receipt of the “MDOS Business Invite” email, will click on the client
installation link to begin installing the MDOS SC v2 client onsite. The MDOS client will automatically
determine the requirements to complete the installation of the client software and to securely connect
that client to the respective Up Level Partner (ULP) in the MDOS Cloud.

Once the MDOS SC installation completes and the manufacturing contact logs into the MDOS SC system,
they will have access to Windows based Digital Product Keys deployed by their Up Level Partner (ULP),
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the OEM or ODM. The manufacturing contact can log into the MDOS SC system using either their
Microsoft Account (MSA) or Corporate Active Directory Account (AAD), The MDOS SC can accommodate
any number of Up Level Partners to work with, ensuring the individual ULP’s partners Digital Product
Keys remain separate and secure from other DLP entities within the OEM’s business setup. Once the
MSC is connected to the MDOS cloud, the parent partner can view all manufacturing related activities
performed by their down level partner real time as required. The MSC manufacturing site can send
CBR’s, PBR’s and DPK’s back to their Up Level Partner using the new MSC Client.

1.1 MDOS SC VALUE PROPOSTION

Description

This section provides an overview of the new features and capabilities which MDOS SC offers to
the partners.

Single Click Installation

Single click installation provides the end user with a single click “setup” that begins and
completes the new MDOS Smart Client installation. Single click setup will complete all software
required to enable digital commerce and transactions with Microsoft via the MDOS Cloud.

Rich UX Feature

* Mirrored User Interface: The new MSC will mirror the MDOS Cloud’s User Interface (Ul),
providing customers with a familiar Ul, enabling the ability to onboard and transact in a much
faster way.

¢ Auto switch between PQ (Test Environment) and Production (Production Environment): MSC
will offer partners and customers the ability to switch back and forth between the PQ Test
environment and Production environment, without the need to re-install the MSC client.

¢ Rich Onboarding and Readiness Content: The new MSC will provide in depth and detailed
onboarding documentation, user manual, tooltips as well as step by step embedded videos to
assist partners and customers with installation, onboarding and general usage scenarios.

Live Notification Feature
Provides live notification features on performing any key operations in SC

e Offline/Disconnected MSC (AKA File Based OA3): The new MSC will no longer support the
concept of “File Based” OA3, the ability to export the Digital Product Keys from the system to
manually burn the DPK into a machine, importing the Computer Build Report back into the
system once complete. With the new MSC, customers will only have 24 hours for the MSC to
be “disconnected” from the Internet and the MDOS Cloud. After 24 hours of being
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disconnected, the statistics and state of the client will no longer be accurate and will require a
connection to complete additional functions and use available features.

e Digital Products Key (DPK) Full E2E Encryption: The new MSC will support full DPK encryption
form MDOS Cloud to the Client. All communications that occur between the new MSC and the
MDOS cloud will be encrypted, ensuring full service security and protection.

Effective Interaction with MDOS Feature

* Documented API’s and Security Layer: Soon, both MDOS Cloud and MSC will support a
programmatic interface via supported Application Programming Interface (API’s) to complete
transactions with Microsoft and down level partners. These API’s will enable partners to
connect MDOS Cloud of MSC to existing ERP, MES and or EMS factory systems, avoiding the use
of the User Interface.

* APl backward compatibility N and N-1 version: Both MDOS Cloud and the MSC will soon
support direct APl programming interfaces for partners who want to digitally transact in a
programmatic way. The APl support will provide ways to interface with existing shop floor and
corporate systems already in place. Microsoft will support N (Latest APl version) and N-1
(Previous API version) support, which means we will require partners to upgrade when the
version of the APl is extended beyond N.

Silent Update Feature

Silent update enables the deployment and installation of new features, services and or bug
fixes to the MDOS Smart Client (MSC). Partners and customers will no longer need to identify,
download and run a separate update package to upgrade their MDOS Smart Client software.
Silent update will automatically update the MSC automatically without user interaction or
prompts, always keeping the client up to date with the latest offerings from Microsoft

MSA and Corporate AAD Sign In

The new MSC will support both Microsoft Account (MSA) and Azure Active Directory corporate
sign in and authentications. Feel free to use whichever MDOS login account meets your needs
as both MDOS Cloud and Client support both sign in and authentication options. AAD is a more
secure login that leverages the customers corporate email address.

The MDOS FFKI Smart Client:
e Interacts with MDQS, and consumes the services relating to key fulfillment, computer
build report, product binding report, and key recall.
e Interacts with Microsoft OA3.0 Tool, and provides interface support to Assemble,
Report, and Return through the Key Provider Service (KPS) component.
e Works as a production system in a factory’s production line that has onboarded to
0OA3.0.
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e Supports user management and logging support for security and traceability.

SECTION 2. MDOS SC INSTALLATION

2.1 MDOS SC ONBOARDING

Overview:

The new MDOS SC client is a factory floor line client application that interfaces with the MDOS Cloud to
enable Windows device manufacturing utilizing the OA3.0 activation process. The OEM partner will use
the MDOS cloud “Business Setup” to invite their factory floor partners to their business setup in the
MDOS cloud. The OEM can decide to create a tiered architecture to the factory by using the MDOS FKI
(Datacenter) cloud instance that provides control and/or management of the MDOS SC FFKI clients on
the physical factory floor. For example, an OEM may have 2 factory partners they would like to work
with. These downstream factories each have a data center where the factory floor lines are controlled
and managed. The OEM may decide to setup their business structure with 2 FKI’s representing the 2-
factory datacenter’s as an additional level of management. The OEM would thus create 2 Down Level
Partners within their MDOS business representing the factory data centers, or FKI's. Those FKI sites can
then choose to add as many MDOS SC FFKI client systems on the physical factory floors as required. The
MDOS Cloud FKI instance will now receive Digital Product Keys from their parent, the OEM, and can
subsequently transfer DPK'’s to their respective MDOS SC FFKI’s individually as needed. This setup
allows the factory to restrict internet traffic to the factory floor, routing only the MDOS SC FFKI client
traffic to the actual factory floor. This setup also provides an additional level of DPK management by
requiring the FKI (Factory DataCenter) staff to manage the individual down level FFKI lines individually.

The OEM/TPI can also decide to forgo the need for an MDOS Cloud FKI and simply invite the factory
partners to participate with just MDOS SC FFKI clients as down level partners within their MDOS
Business setup. This allows the OEM to transfer DPK’s directly to the factory floor for manufacturing,
avoiding the setup of the Cloud FKI entity at all.

Instruction: Follow the high-level steps for onboarding the new MDOS SC FFKI client into the MDOS
Cloud by downloading the MDOS SC installation package

Step-by-step:

1. OEM/TPI needs to add the new down level partner (DLP) FFKI in MDOS cloud by providing a
name for the FFKI instance, partner representative name and email id of the FFKI
representative, the factory manager or the person who will be responsible for the new MDOS SC
installation (Note: Email id needs to be unique for each FFKI)

10
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COMPANY INFO

Company Info

2. Once the new DLP FFKl instance has been added successfully in MDOS, the FFKI partner will
receive an email with a hyperlink to download the latest MDOS SC FFKI installation package

M MDOSSupport@microsoft.com

Welcome to Microsoft Digital Operations Services — FFKI Partner Set up -- test

- I

c I

e [

Welcome to the MDOS Smart Client {(MSC). Cloud OA OEM 3 has added you as a FFKI Down Level Partner (DLF) in MDQS. Please go through the steps below to complete installation and setup of the M3SC:

I DOWNLOAD MDOS 5C
o Please click here ta download MDOS Smart Client

Il READINESS MATERIALS (USER MANUAL AND VIDEOS)
o Toget detailed instructions on how to complete installations, set up and key operations please refer to user manual URL

Il TECHNICAL SUPPORT
o In case of questions/errors related to the above steps not answered by descriptions provided in the user-manual or videos: please send a mail to MSOEMOPS@microsoft.com

This is a system generated mail, please do not respond ta this email Id.

3. Partner must choose to download and save the package to their local machine for installation.
We propose saving the installation package to the users Desktop for easy access and ease of
installation.

2.2MDOS SC INSTALLATION SET UP

11
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Instruction: Follow the below steps to install MDOS SC in partner’s machine.

Step-by-step:
1. Go to the folder where you saved the new MDOS SC setup package.

2. Right-click the new MDOSSC.exe setup package and select ‘Run as administrator’ and
begin the install.

Preparing to Install...

MDOS Smart Client Setup Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process, Please wait.

Extracting: MDOS Smart Client Setup.msi

3. After the setup wizard is launched, a welcome screen will pop up. Click Next.

12
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Welcome to MDOS Smart Client Setup

Pleasze follow the wizard steps to complete Microsoft Digital
Operations Services Smart Client setup on your system.

Please wait while the Wizard installs MDOS Smart Client Validator, This may
take several minutes.

Status:

InstaliShield

5. The setup will validate for the required pre-requisites (ex. .Net Framework, SQL server) if it is
already available.

13
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Installing MDOS Smart Client Validator

A ) o

Please wait while the Wizard installs MDOS Smart Client Validator, This may
take several minutes,
Status:

Copying new files
[e——————————i|]

InstaliShield

< Back [’ Proceed > ‘ Cancel l

MDOS Smart Client Setup

MDOS Smart Client setup has finished extraction process,
Please dick ™Mext' to continue installation.

[] show the readme file

Cancel

6. Once the validator is installed, click on proceed button.

14
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Welcome to MDOS SC wizard

The setup wizard will install Microsoft Digital Operation Services Client ofi your computer.

7. When directed to the End-User License Agreement (EULA) window, please go through the
terms and conditions and click on “I Agree”, only if you agree, to proceed with installation.

End-User License Agreement

OA 3.0 Microsoft Digital Operations Services Client Software Supplement (Supplement) to the Connect Terms of Use A
In addition to the Connect Terms of Use, the following terms shall apply to your access, deployment and use of the MDOS Software and the MDOS
Documentation. By accessing or downloading the MDOS Software provided by Microsoft or any portion of it, you agree fo andare bound by the
terms of the Connect Terms of Use and this Supplement. If you do not agree to al of the terms and conditions contained in the Connect Terms of =
Use or this Supplement, do not access or use the MDOS Software.

ORDER OF PRECEDENCE

Thes Supplement is meant to be consistent with and supplementary to the Connect Terms of Use. However, in the event of a drect conflict
between language incduded in this Supplement and language induded in the Connect Terms of Use, the provisions of this Supplement will control
solely with respect to application to the MDOS Software,

DEFINITIONS

Defined terms used in this Supplement will have the meanings set forth below. Capitalized terms used but not defined below (or otherwise not
defined in this Supplement) have the meanings set forth n the Connect Terms of Use,

Claim(s) means all thrd-party daims, actions, demands, proceedings, damages, costs and kabilities of any kind.

OA 3.0 means OEM Activation 3.0 functionality that provides the activation process for Microsoft products installed on OEM systems.

OA 3.0 Services means the transactional online services provided in connection with OA 3.0, induding programmable interfaces to data services
for Digital Product Key (DPK) ordering and retrieval, DPK returns and compute buld reports submission, downloading system-domain data, and
downloading certain system data.

MDOS Documentation means the end user documentation, including white papers, provided by Microsoft to you along with the MDOS Software,
induding, where appicable, any updates or future versions of the MDOS Documentation that Microsoft provides to you,

MDOS Software means the software provided to you under this Supplement that is designated as the Microsoft Digital Operations Services Client
and spedfically induding application source code and application program interfaces (APIs), induding, where applicable, any upgrades, updates, or
future versions of the MDOS Software that Microsoft provides to you.

LICENSE GRANT

Subject to all of the terms of this Supplement and the Connect Terms of Use, and to your continuing compliance with this Supplement and the
Connect Terms of Use, Microsoft grants you a limited, non-exdusive, personal, non-transferable, non-assignable, and termnable license to:

15
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8. If MDOS SC detects an existing MDOS FFKI 1.x version already installed on the machine, the
partner will be displayed with the below pop-up message, asking if they want to upgrade from
FFKI1.x to the new MDOS SC

DIS 1.X Version Found

We have found earlier version of the FFX] on this system.

Wouid you liice to upgrade?

9. If the partner clicks ‘Proceed’ button, SC installation will continue.

10. The setup package will verify if the SQL express 2016 is already installed in the machine, if not
the package will install the software.

16
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= MDOS Smart Client

MDOS SmartClient 2.

Validating SQL version...

11. If there are any old SQL versions installed on the machine, it will automatically upgrade to the
SQL version 2016 SP1.

12. Once the SQL express edition is installed successfully, the package will install the MDOS SC
application.

13. Watch for the information displayed during the installation screen

17
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Installation started....

Mirrored User Interface
The new MSC will mirror he MDOS
load's User  Interface. (UI), providing

customers with a familiar U, cnabiing the
ability to onboard and transact in a much

¥
faster way. :

Installing MDOS services...

18
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MDOS Smart Client

Silent update support:

Silent update enables the

deployment and installation of
w features, services and/or bug

fixes to the MDOS FFKI Smart

ners will no |

identify, download and run a
separate update package to
upgrade their MDOS FFKI Smaft
Client software. Silent update will
automatically update the MSC
v out  user interaction or
prompts, kee g the client up to
date with the latest offerings from
Microsoft

MDOS Smart Client

Updating database connection strings.

19
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rs MDOS Smart Client -

Live Notifications:
Provides live notification features on
performing any key operations inSC

Installing MDOS services...

B

MDOS Smart Client

Digital Pr

burn t
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nplete t / customers will only

ave 24 hours for the MSC to be “disconnected"

from the internet and the MDOS Cloud. After 24

hours of being dis¢ cted, the statistics and state

f the client will nger be accurate and will
a connection to compl additional
and use available featurg

Installing MDOS Smart Client.
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Installation Successful

Y 2

14. Once the setup is completed, the application is ready to use. Click on the Launch button if you
want to use the application just after installation or click on finish.

15. Installation process will take 20 to 30 minutes depending upon the hardware configuration of
the machine.

16. Installation might fail if there is any pending system restart to install services and dependency
applications. Please restart your system and install again in this case.

17. If the setup ends before installation process is completed, setup screen will show “Installation
Interrupted” message. Please refer to ‘Troubleshoot’ section to troubleshoot the issue.

21
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2 MDOS Smart Chient X

Installationiinterrupted

2.3 SYSTEM COMPONENTS

Description

This section explains about the components that will be packaged along with MDOS SC
application.

MDOS SC includes the following components,

e Smart Client application,

e Key Provider Service (KPS),
e MDOS Web Services,

e Windows Services,

e Database (Test and Prod)

2.4 SYSTEM REQUIREMENTS
Description

Review the system requirements and acquire the software and hardware system needed before
beginning the MDOS SC installation process.

Partners should set up the user profile for SC in only one machine, if more than one machine is
configured the same user profile, then partners might face issue in key operations.

22
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Hardware
The following are the minimum hardware system requirements for MDOS SC,

e 64-bit infrastructure processor

e 8GB RAM minimum

e 250GB Hard Disk minimum

e Screen Resolution: 1024*768 minimum

Software
MDOS SC will be supported in any of the below application servers,

e Windows 10 Home editions (64-bit)

e Windows 10 Pro editions (64-bit)

e Windows Server 2012 Enterprise Edition (64-bit)
e Windows Server 2012 R2 Enterprise Edition (64-bit)
e Windows Server 2016 Enterprise Edition

2.5 DATABASE SIZE MANAGEMENT
Description

Microsoft Digital Operations Services — Smart Client (MDOS-SC) data purging

Starting in November 2019, aged data will be purged from the local MSC database when the
database reaches its set size limit in order to maintain operational continuity.

Details

In order to maintain operational continuity within the MSC system, aged data will be purged
from the local MSC database when the database reaches its set size limit of 8GB (this is a
configurable value).

Please note that as the data purge is only local to the system, there will be no impact on data
stored within MDOS. Full key information and transaction data are still retained by Microsoft in
our internal systems.

Important information about the data purge

e Only aged information will be affected, more detail on the data that will be removed can
be found in the documents referenced below

23
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e Users can choose whether to allow the purge when prompted or select “later” if they do
not want to allow the process at that time

e If users do not allow the data purge within a suitable timeframe this may cause the MSC
instance to crash and data to be lost at a later date due to database reaching its limit

e Hardwarehash data can be retrieved after the purge if needed, more detail on this
process can be found in the documents referenced below

Benefit

This new practice of purging aged data will help maintain operational continuity within the MSC
system.

Frequently Asked Questions
Q. When will purging happen?

A. When the MDOS-SC Database size reaches the threshold of purging, i.e, the database size
has reached 8 GB (this is a configurable value), the purging process will be triggered.

Q. How will a user know when the purging process is starting?

A. MDQOS-SC users for which the threshold has been reached will get a pop-up message when
they perform either of the following actions in MDOS-SC:

1. Logging in to MSC

2. Moving to the Settings screen

Q. Does the purge have to be completed when the notification appears or can it be
scheduled?

A. The user can choose to perform the purge immediately or delay to a later date.

MSC will keep prompting the user to allow the purge until it has been completed.

1. Perform Now: If you choose to perform immediately, please select Perform Now
and click confirm. This will close the MDOS — SC application and start the purging
process.

24
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MSC database size has reached it threshold limit of 8GB, MSC need to purge the old data
to ensure the database size not go beyond the allocated size. Please click ‘CONFIRM’ if
you want to start the data purge process or choose 'PERFORM LATER' if you want to
postpone the process to the future day.

Note:
@ MSC application will be closed during the purge process and partner will not be able
to perform any operations.
@ Purge duration depends upon the system performance and the total number of keys.
@ Refer to MSC user manual Section for more information on the purge process.
® Reach out to msoemops@microsoft.com in case of any further questions or issues.

Perform Purge Operation Process

' Perform Later  ® Perform Now

¥ CONFIRM

2. Perform Later: Clicking this button will, will allow the user to select a preferred date
to perform the purge. The user should click confirmand close the pop-up window.
The user will be able to use MDOS-SC as usual.

MSC database size has reached it threshold limit of 8GB, MSC need to purge the old data
to ensure the database size not go beyond the allocated size. Please click ‘CONFIRM’ if
you want to start the data purge process or choose 'PERFORM LATER’ if you want to
postpone the process to the future day.

Note:
® MSC application will be closed during the purge process and partner will not be able
to perform any operations.
® Purge duration depends upon the system performance and the total number of keys.
® Refer to MSC user manual Section for more information on the purge process.
® Reach out to msoemops@microsoft.com in case of any further questions or issues.

Perform Purge Operation Process

‘@ perform Later ! Perform Now

Select date for purge operation 11/6/201S -

November - 2019 >

21 CONFIRM
Sun Mon Tue Wed Thu Fri Sat

as (s)ie] = 8 o
12

46 10 11 i3 i4 is 16
47 |17 18 19 20 21 22 23
48 24 25 26 27 28 29 30
49 1 2 3

Q. Can MSC be used during the purge process?

A. The MDOS-SC application will remain closed during the entire purging process.
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o If the MDOS-SC user tries to open MDOS-SC during the purging process, a pop-up
message will be displayed informing the user that purging is in progress.

o The MDOS-SC user will be able to log in to MDOS-SC and perform operations
without any issue once the purging process is complete.

Q. How long will the purging process take?

A. For 8 GB of data with the recommended hardware configuration, the purging process should
take around 30 minutes. With a lower hardware configuration, the process might last up to
3 hours.

Q. Can the purge be scheduled for a specific time?

A. Yes, when the user selects “later” they will be prompted to select a data and time.

Q. What happens if the purge process is not performed?

A. If the user does not purge the data and the database size grows beyond the limit, MSC will
not respond as expected or may even stop working Q. Which data will be purged?

A. Once the user confirms the purging process, the following data will be cleared from the
MDOS-SC database:

1. Key history: The history of keys that were returned and activation enabled up to 90
days (this is a configurable value) prior to the purging confirmation will get cleaned up.
Only the last key history of such keys will be displayed after the purging process is
completed.

No key history purging will happen for keys that were returned or activation enabled
within 90 days of the purging confirmation.

No key history purging will happen for keys in any other state except the
abovementioned ones.

2. Hardwarehash: The hardwarehash of keys that were returned and activation enabled
up to 90 days (this is a configurable value) prior to the purging confirmation will be
cleaned up. The hardwarehash field for these keys will be displayed as blank after the
purging process is completed. No hardwarehash purging will happen for keys that
were returned, or activation enabled within 90 days of the purging confirmation.

No hardwarehash purging will happen for keys in any other state except the above
mentioned ones.
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3. Key transaction data: Key transactions (CBR and PBR) which were completed up to 60
days (this is a configurable value) prior to the purging confirmation will be cleaned up.
These transactions will not be displayed in the MDOS-SC application when the purging
process is completed. Transactions that were completed within 60 days of the purging
confirmation will not be purged.

Transactions that have not been completed yet will not be purged.

4. Alerts: Alerts that were received in MDOS-SC up to 90 days (this is a configurable
value) prior to the purging confirmation will get cleaned up.

5. Logs: These are internal database logs and do not track any action done by partners.

Purged data Key Status Aged time Retrieve available
Activation &

Key History Returned up to 90 days No
Activation &

Hardwarehash Returned up to 90 days Yes

Log all up to 90 days No

Alert all up to 90 days No

Transaction Data CBR and PBR up to 60 days No

Q. Will the purging process remove all of the aged data mentioned in the table?

A. No. The purge tool will check the database after each data category is purged. If the
database size is now below the archival threshold, no further purging will be done and the
process will be completed.

For example, let’s say that the purge threshold is 8 GB but the database size has reached 9
GB. Once the user confirms the data purge, the archival process will start. Let’s also
suppose that the purge sequence is as follows:

1) saQLlogs

2) Hardwarehash
3) Key history

4) Transactions
)

5) 5) Alerts
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In this case, the purge will happen to the SQL logs first. Once the purge for SQL logs is
completed, the purge tool will check the current size of the database. If the size is still
greater than the threshold value, the purge for the hardwarehash of eligible keys will
start. Once the purge process of the hardwarehash is complete, the purge tool will again
check the current size of database.

Now, if the size is still greater than the threshold, the purge process will continue to the
next data category according to the set sequence. However, if the database size is now
less than the threshold value, the purging process will stop there, and in the example
provided, the key history, transactions, and alerts will not be touched by the tool.

Once the purging process is complete, the user can use the MDOS-SC application as usual.

Q. How can partners check the current database size?

A. Partners can see the current database size in the Settings dashboard. They can click on
Monitor Database Connection in the dashboard and view the database size.

Q. Which purged data can partners retrieve from MDOS?

A. Only aged data will be purged.

o Partners will be able to retrieve the hardwarehash from MDOS by clicking on
View Key option which is available after right clicking on the key in search
results.

o The other purged data will not be available in MDOS.

Q. Why is the HH data being purged?

A. We have duplicated data stored at MDOS cloud as well, we will keep HH in 90 days for any
factory query, up to 90 days HH record you can find on OEM MDOS.

Q. Why is the key history data being purged?

A. Key history contains the history of key state changes in MSC. This information has no
significance after 90 days of the key being activation enabled or returned.

Q. Why is the alert data being purged?

A. Alerts that are more than 90 days old are not relevant to partners.
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Q. Why is the key transaction data being purged?

A. Transactions are meant to monitor the process of key state transition during reporting. Once
the transaction is complete, this information will no longer be significant.

Q. Why are the logs being purged?

A. Logs are internal database logs and not visible to partners.

Q. How can partners retrieve the data stored in MDOS?

A. OEM Partners can follow the instructions mentioned in the MDOS user manual to find the HH

information.
Partners can go to their ULP and request the hardwarehash against the product key.

Partners can also raise a ticket with the mdoemops, providing MSFT Product Key IDs or
MDOS Product Key IDs to get the hardwarehash.

Q. Does this process impact MDOS data?

A. No
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SECTION 3. MDOS SC LOGIN

Instruction:

¥ -
To launch the new MDOS SC application, locate the MDOS SC icon shortcut created in the desktop,
right click and choose “Run as Administrator” and the application will launch and execute, prompting
you to login

Step by Step:
1. Right click on the SCicon and run it in administrator mode.
2. You will see the login screen popup

8% Microsoft Digital Opera RS EIR art Client

MDOS SMART CLIENT

3. Click on login button to launch the application, partner will be asked to provide the
email ID and password of the FFKI added in the MDOS Cloud by the Up Level Partner,
usually the OEM or ODM. This email address and login ID is the email address and
password of the Factory Worker who will use the MSC FFKI Client application to
manufacture devices.

NOTE: MDOS SC will ask the partner to provide the email ID and password only for the first
time, for the subsequent logins, SC will cache the information and allow partner to login on click
‘LOGIN’ button without providing email ID and password, till partner clicks the ‘LOGOUT’
button.
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Sign in to your sccount >

2™ Microsoft

Sign in

| [Email, phone, or Skype

Ma account? Create one!

Can't access your account?
4. Once valid email and password are provided, and login is successful, partner will be

redirected to business configuration screen.

3.1 BUSINESS CONFIGURATION

Instruction:

If the partner was using FFKI1.x and wanted to migrate a specific business in MDOS SC,
then they can perform business setup during their first login in MDOS SC.

Step by Step:

1. Double click on SCicon to launch MDOS SC.
2. You will see the login screen popup
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<% Microsoft Digital Opera B M [ 5 art Client

MDOS SMART CLIENT

3. Click on login button to launch the application, partner will be asked to provide
the email ID and password of the FFKI added in the MDOS Cloud by the Up
Level Partner, usually the OEM or ODM. Partner need to provide the FFKI
email address (added in MDOS) and password to login to MDOS SC.

NOTE: MDOS SC will ask the partner to provide the email ID and password only for the
first time, for the subsequent logins, SC will cache the information and allow partner
to login on click ‘LOGIN’ button without providing email ID and password, till partner
clicks the ‘LOGOUT’ button.
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Sign in to your account

e
BT Microsoft

Sign in
testffki@outlook.com X
Can't access your account?

No account? Create one!

Back Next

4. Once valid email and password are provided, and login is successful, partner
will be redirected to Business Configuration screen.
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Let this app access your info?

" Microsoft

testffki2@outlook.com

Let this app access your info?

login.microsoftonline.com
hello needs you to confirm its permission to:

» Access your info anytime
 Signyou in
+ View your basic profile

» Read your profile

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. The
publisher has not provided links to their terms for you to review. You
can change these permissions at https://microsoft.com/consent. Show
details

No Yes

5. The business configuration screen will show all the available but non-
configured FFKI business’s from MDOS Cloud.

6. Once the profile and business search is completed, partner can select the
business from the list of businesses (under which FFKI partner is added) that
they need to migrate to MDOS SC.
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8% Microsoft Digital Operations Services Smart Client

Search (By ULP) Clear [T] Migrate data for all
Business Narme : EE Business Name :
ULP Name : Cloud OA OEM 1 ULP Name : TP1 101_0000130471
Representative name : B Representative name : I
Migrate Data: | Migrate Data:| |
1

=3

The business details contains the
below fields: a) Business name

b) ULP name: ULP partner under which FFKI is added

C) Representative name

d) Migrate data: Select this checkbox if you need to migrate data from
previous FFKI 1.x version.

e) Migrate data for all: Select this check box to allow to migrate data from
FFKI 1.x to MSC for all selected business. (Note: All the business selected
after this check box selection will by default get “Migrate Data” check box
selected).

35



MDOS Smart Client User Manual

88 Microsoft Digital Operations Services Smart Client

Search (8y ULP) Clear _| Migrate dota for all

Business Name - I
ULP Name : Cloud OAOEM 1

ULP Name : TP 101_00D0130471
Representative name NG hmnmnmmmmnll...l.

Migrate Data: /|

Migrate Data:. |

7. Click on Next button to proceed to the next screen for confirmation.
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0 Microsoft Digital Operations Services Smart Client

Business Name -

ULP Name : Cloud OA OEM 1

-
& Representative name : [N
Migrate Data: True

8. Partner will see the business details (that they have selected) in the next
screen. Click on migrate button. If the migrate data is true, Data migration will
start in silent mode and notify partner once migration is completed. If migrate
data is not selected, partner will be redirected MDOS SC dashboard page.
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2% Microsoft Digital Operations Services Smart Client

& Microsoft
OA 3.0 Tool Page

[ CBR

= N
Q B E t & @ 4 & v B B N
Edit Optional Info  Update OHR By Keys By Quantity Import Refresh

Search GetKeys  ByKeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity =~ ByKeys By Quantity

PBR Revert Return To ULP Information

Keys Count
TEST
FFKI_sagnik fiki_Microsoft Agresment 5200003543 W' 6000 5971 v 17 ® Conment
Activation Enabled
Internet Connection Status e s2
MDOS Service Connection Status
=
TAKE ATOUR
Take a tour to understand MDOS SC capabilities OIS » §
2]

- 4
- - ACK Received Completed
£
-~ -

Welcome to MDOS Smart Client ACK Received

£2Y Dashboard
® Exception @

Fulfilled Key ® Consumed Key ® Bound Key 0

[~

CBR submitted without OHR Daily number of MDOS services
information failed connection(s) for today

@ Keys stuck in fulflled status o Xeys stuck in consumed status

onsumed Key 2 View Bound Key [2

Exception(s) 2

View Fulfilled Key (2 View

Internet Connection |

© 2018 All Rights Reserved

Note: In case business already configured on other system and having keys in their inventory,
you will see those Box with grey background and red color message “Business is already
configured on another machine and has key(s).”). User cannot select that business for MSC

configuration.
However if business(s) which are already configured and don’t have any keys in their inventory,

you will see the box with vanilla background and red message “Business is already Configured
on other machine”. User can selected this business to configure MSC. But it will disable this

business on other machine.
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28 Microsoft Digital Operations Services Smart Clie B O (O]

Business Configuration

Search (By ULP): Clear [] migrate data far all
Business Name : Business Name :
ULP Name : \ ULP Name :
Representative name : b] Representative name :
Business is already configured on an other machine and Business is already configured on an other machine and
has key(s). has key(s).
Business Name : Business Name :
ULP Name : ULP Name : clow
Representative name : Busines _ _ Representative name :
Migrate Data :[ | Migrate Data :[ |
Business is already configured on an other machine. Business is already configured on an other machine.
Business Name : . . ____ . __ __ _______ ___._. | | Business Name : o |
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Business Configuration

Search (By ULP): Clear [ Migrate data for all
Business Name : Business Name :
ULP Name : LILP Name :
Representative name : B Already Business Configured F3_DD
Business is already configl r machine and
has keyls).

M5C will disable the business from an other machine in order
to proceed configuring in this machine. Please confirm you
wish to disable the business in an other machine,

Business Name : FFKI_bu A

ULP Name : ) Yas Mo

Representative name : Bl I

Migrate Data :[_ | Migrate Dataz| |

Business is already configured on an other machine. Business is already configured on an other machine.
Business Name ; | | Business Name ; o |
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SECTION 4. DASHBOARD

Description:
The dashboard provides quick links to direct you to key functions. This is the MDOS SC landing
page and it provides a top navigation bar, status bar, action ribbon, and the main dashboard.

4.1VIRTUAL TOUR
Description:

Virtual tour will be shown when the partner logs into the SC, this functionality will help the partner to
understand MDOS SC capabilities. It includes high-level information of all the capabilities available in the
dashboard.

Step-by-step

1. Click on ‘Click Here’ button to take a tour from the welcome screen.

28 Microsoft Digital Operations Services Smart Client

Online CBR PBR Revert Return To ULP Information 0A 3.0 Tool
Q G & , B B B
b @ 2 B8 b & @ 4L & 4 & s
Search GetKeys  ByKeys By Quantity By Keys By Quantity Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity Edit Optional Info  Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik flki_Microsoft Agreement 5200003543 W' 6000 7L o 1 @ .
2 Environment
Activation Enabled
Internet Connection Status s (2
MDOS Service Connection Status
=
TAKE ATOUR
Take a tour to understand MDOS SC capabilities OIS+ )
I}

- ,
- : ACK Receive Completed
®) T — r— )

- -
Welcome to MDOS Smart Client ACK Received
2
£2Y Dashboard
Fulfilled Key ® Consumed Key ® Bound Key ® Exception ®
@ Keys stuck i fulfled status o ., 0 CBR submitted without OHR o Daily number of MDOS services
information failed connection(s) for today

[

on(s) 2

View Fulfilled Key [2 View Consumed Key 2

Internet Connection _yf|

© 2018 All Rights Reserved

2. Starting from Home icon, the tour will continue to next icon when the partner clicks ‘Next’
button. Each pop up will have a tool tip of the capability currently shown
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28 Microsoft Digital Operations Services Smart Client

. *
m Microsoft -
r
Online CBR PBR Revert Return To ULP Page
Home
Q = & 4 L gel N
ﬁ E @] @ [V =) s button redirects users to the main MDOS dashboard ] "
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR By Quantity ~ ByKeys  ByQuantity s By Quantity Refresh
Exit Tour & Next »
FFKI_sagnik fi_Microsoft Agreement 5200003543 -
17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5571 FULFILLED
&
Bound Key Exception

Fulfilled Key

tted without OHR
ation

ceR

tuck in fulfilled status

3. Partner will be taken to the next icon for review, then click the next button to proceed, or click
the ‘Exit Tour’ option and the partner will be taken to the dashboard page.

£8% Microsoft Digital Operations Services Smart Client

= Microsoft

e PBR Revert Return To ULP Information 0A 3.0 Tool Page
Q S 0 E 7 B 2 B O

© & B & L & = & =9 i
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity Edit Optional Info  Update OHR By Keys By Quantity Import Refresh

Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 g 17 @ £
Environment
Total Fulffilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary View A

W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND

Initiate Submitted

M 5571 FULFILLED CBR 2
- &
Initiated Submitted ACK Receive
CBR &
- &
Initiate Submitted nprogress Completed
CBR =
- b -’ A d
Initiated Submitted
PBR =
~ - A A 4
NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key @® Exception @
@ Keys stuck in fulfiled status o Keys stuck in consumed status @ COR submittad withaut OHR o Dally number of MDOS services
information failed connection(s) for today
View Fulfilled Key 2 View Consumed Key [2 ound Key (2 View Exception(s) (2

Internet Connection

4. Partner can also click ‘Dashboard’ button in the pop-up so that the virtual tour option will be
skipped.
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4.2TOP NAVIGATION BAR

Description:
The top navigation bar provides quick links to key actions:
e Home — Get a quick visual glimpse of your key (DPK) inventory by group.
e Business profile sync — Sync up your business profiles
e Software update flag — Displays the alerts for any software updates
e Settings — Get a System Ul view of your MDOS FFKI SC.
e Alert — See a quick status list of your most recent key actions and updates.
e Help - Link to the online User Manual for detailed descriptions and step-by-step
instructions.
e User Account info — View log in info, log out or log back into your account, switch
account environments, or change language preferences.

Home:

Get a quick visual glimpse of your keys counts, grouped by status by clicking on the dashboard
icon (boxes image). This visual display shows you inventory in an easy-to-understand and
interactive chart view. Donut and line charts provide a visual breakdown by color, and allow
you to click to drill down on a status.

8% Microsoft Digital Operations Services Smart Client

B Microsoft o] e T X 471
ry

OA 3.0 Tool

i e Page
@ — H =0 N
:L @ - I;I E @] @ é |in |1| ’::jtm redirects users to the main MDOS dashboard ] 2 O
y f

Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  ByKeys By Quantity s By Quantity Import Refresh
Exit Tour & Next »

FFKI_sagnik ffki_Microsoft Agreement 5200003543

17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5871 FULFILLED

Fulfilled Key Consumed Key Bound

Keys stuck in fulflled status Xeys stuck in consumed status

Business Profile Sync:

Sync your business profiles on click of the icon. If the same FFKI is added in some other
business, then it will be reflected in MDOS SC on click of this icon.
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28 Microsoft Digital Operations Services Smart Client

m Microsoft a
3.0Tc Pag
— Business Profile Sync N
Q E ® B & t & =2 S
Rl It will sync to the Businass profile of MDOS
Search GetKeys  ByKeys By Quantity By Keys By Quantity Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity Edi By Quantity Import Refresh
Exit Tour & Next »
FFKI_sagnik fi_Microsoft Agreement 5200003543 -
17 ACTIVATION ENABLED
TIFIED BOUND
-
Fulfilled Key Consumed Key Bound Key Exception

Keys stuck in fulfled status CBR submitied without O

nformation

eys stuck in consum

© 2018 All Rights Reserved

Internet Connection (Il

Software Update flag:

See a quick status of the software update alerts by clicking the flag icon. This flag will show all
the software updates that have occurred on the system.

Online Return To ULP

Software Update N
Q B O B B 6 <& L. & S
Rl Chetk to see if you have a latest version of smart client
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit Optional available toupdate ity Import Refresh
Exit Tour ® Next *

FFKI_sagnik ffki_Microsoft Agreement 5200003543 - = =

17 /ATION ENABLED

12 NOTIFIED BOUND

5871 FULFILLED

'

Fulfilled

Consumed Key Bound Key Exception

Keys stuck in fulfiled status CER subminied without OF

nformation

&

»

© 2018 All Rights Reserved

Internet Connection
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Settings:
Go to this page to view account setup. It contains all auto setting informations like auto submit

CBR, auto fulfillment etc. along with import and export file location setting and disconnected
mode setting.

28 Microsoft Digital Operations Services Smart Client

m Microsoft a
Online Return To ULP i Pag
Setting .
Qf 8 &8 &8 B 6 & L & N
‘Settings allows user to enable, and configure advance:
search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity Edit OptionalInfo | setingin MDOS SmartClient such as suto submit CBR, Import Refresh

certificate upload, etc.

Exit Tour & Next »
FFKI_sagnik ffki_Microsoft Agreement 5200003543 -
17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5571 FULFILLED
b
Fuffilled Key Bound Key Exception
‘. S - - CBl
Keys stuck in fulfilled status Keys stuck in cons! d status

[ 7

© 2018 All Rights Reserved Intemet Connection |

Alert Icon:

See a quick status list of your most recent key actions and updates by clicking on the Alert icon
(bell image). When a number shows up or changes, click on the alert icon to see a notification
dropdown that contains a summary list of your most recent actions and updates. Click on the
SHOW ALL button to see a complete list.
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Z8m Microsoft Digital Operations Services Smart Client

. ’ °
m Microsoft -
Return To ULP Information Pag
Alert
Qf @ B BB @ 6 & S 1Z S
el See a quick status list of your most recent key actions and
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity EditOptional Info Update ( updstes It Refresh
Exit Tour & Next »
FFKI_sagnik ffki_Microsoft Agreement 5200003543 =
7 ACTIVATION ENABLED
12 NOTIFIED BOUND
5871 FULFILLED
4
Fulfilled Key Consumed Key Bound Key Exception
Keys stuck in fulfilled status Keys stuck in cor CBR submitted without GHR
nformation
= @ @ @

Partners can click through each alert for further information, they can read individual alerts or
delete or export the alerts. In case partners didn’t want to go through all alerts, they can select
all the alerts and click ‘Mark as read’ option to mark the alerts as read. This will reduce the
count of the unread alerts.

8% Microsoft Digital Operations Services Smart Client

m Microsoft
Online PBR Revert Return To ULP Information 0A 3.0 Tool Page
Q S A E = 2 B O
(] El B & L 4 = 4 =
Search GetKeys By Keys By Quantity By Keys By Quantity Import PBR By Keys By Quantity ByKeys  ByQuantity Edit Optional Info  Update OHR By Keys By Quantity Import Refresh

A Notification Overview

22 1 1

Totsl Alerts  Unread  High Alerts,

| @ High Alert Priority ® Low Alert Priority

s m X
J Mark as Read Delete Export

M (Priority | Date From Title Message
O 3/28/2019 6:13:35 PM Local Store Products. No store products found

O 3/28/2019 3:56:18 PM Local Import key Import Key: 0 key(s) imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
O 3/28/2019 3:53:05 PM Local Export Key Keys Exported Successfully!

O 3/28/2019 3:49:42 PM Local Import key Import Key: 1 key(s) imported successfully

O 3/28/2019 3:49:04 PM Local Import key Import Key: 0 key(s) imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
O 3/28/2019 3:48:58 PM Local Import key Import Key: 0 key(s) imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
] 3/28/2019 3:48:35 PM Local Import key Import Key: 0 key(s} imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
O 3/28/2019 3:48:32 PM Local Import key Import Key: 0 key(s) imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
O 3/28/2019 3:47:56 PM Local Import key Import Key: 0 key(s) imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
] 3/28/2019 3:46:53 PM Local Import key Import Key: 0 key(s} imported successfully, 1 key(s) failed to import, to view the failed keys please follow path .
[T W T v

Page Size

Internet Connection _ il

Help:
The Help Icon (Question mark symbol) provides a link to the online User Manual. The User
Manual is a comprehensive resource of descriptions, examples, and step-by-step instructions
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for all the capabilities available in MDOS. You can also find definitions for acronyms, and links to
other sources, such as FAQs.

B8 Microsoft Digital Operations Services Smart Client

. . 7 -
m Microsoft A ® a
Online CBR PBR Revert Return To ULP Information T
Help
Q D B B £ & t S
Rl Help button will take users to the new digital MDOS user
Search GetKeys  ByKeys By Quantity By Keys By Quantity Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity EditOptional Info  Update OHR manual. The user manual contains examples, Refresh

‘explanations, step by step guides, and videos explaining
‘every aspect of MDOS Smart Client.

FFKI_sagnik ffki_Microsoft Agresment 5200003543

Exit Tour & Next »
ACTIVATION ENABLED
12 NOTIFIED BOUND
5971 FULFILLED
e
Fulfilled Key Consumed Key Bound Key Exception

ubmitted without OHR

eys stuck in const

User Account Info:

The Admin icon (person image) provides a view of all your user accounts and lets you manage
users connected to your account from this dashboard.

28 Microsoft Digital Operations Services Smart Client

m Microsoft
User
(@] & t, % | E
] (L] & =
—_ From the user profie icon (person image on far right],

Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity =~ ByKeys  ByQuantity EditOptional Info Update OHR By Ke  ¥ou.can view which aCcount you are currently logged on [
as. The Production link allows you to switch
environments, while the Language link lets you choose:
anguzge preferences (English, Chinese-Simplified, or
Chinese-Traditional), and the Log Out link |2ts you log out
of your current account or log back in under 3 different
account.

FRKI_sagnik fki_

5ot Agreement 52000

Exit Tour & Next »
17 ACTIVATION ENABLED

12 NOTIFIED BOUND

5871 FULFILLED

Fulfilled Consumed Key Bound

Exception

uck in fulflled status

© 2018 All Rigl Internet Connection
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User Management:

Admins have the ability to add multiple authorized users in MSC. To add another
authorized user in MSC, click on the User Account button to be directed to the User
Management section of MSC.

© 2018 Al Rights Reserved

e C(lick ‘Add User’

Display Name

MSC Administrator S ——— Super Admin 10/4/2019 11:44:29 AM

W [ re s ort| [0

e Enter the display name you wish to associate to the user, the user email address and
the user type.
e (lick Save

Display Name

MSC Administrator J 019 11:44:29 AM

Display Name *
2019 12:10:30 PM

Admin user 1

s ™| Pag= 1 ot1 [ User Email (MSA email) * ‘

User Type *

[ * Admin user 1" added successfully. x

+ 2dd User B pelete User
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To edit a previously added user, click on the user you wish to edit and click on edit user.

To delete a previously added user, click on the user you wish to delete and click delete user.

& User Management
Selec

MSC Administrator S — Super Admin 10/4/2019 11:44:29 AM

W] T[] | Poge s a1 10 -

4.3MENU BAR

Search:
The Search Key allows users to search for keys based on search parameters and perform key
operations such as RECALL, REPORT, RETURN, etc. from the search screen.
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Z8m% Microsoft Digital Operations Services Smart Client - X

, k4l
m Microsoft o @ P X A @ a
+. I, Q
QB &8 & B B 6 & A LA & =" N)

By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptional Info  Update OHR By Keys By Quantity Import Refresh
search
Use Search functionality to find keys based on search
parameters and perform key operstions such as ASSIGN, |

RECALL, REPORT, RETURN, eic. from the search screen. &

Exit Tour & Next »
17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5971 FULFILLED
e
Fulfilled Key Consumed Key Bound Key Exception

CBR submitted without OHR

Keys stuck in fulfilled status Keys stuck In consumed status
information

&
&
&
&

© 2018 All Rights Reserved Internet Connection

Get Keys:

The Get Keys command is used to check for and download available Digital Product Keys from
the Up Level Partner. Use the Get Keys command to force the MSC to check for available keys.
The Get Keys command will follow the SLA’s of the ULP.

s Microsoft Digital Operations Services Smart Client

= Microsoft a
Q 2D B B £ < L & v E3 )

s By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptional Info  Update OHR By Keys By Quantity Import Refresh

Search
GetKeys

Use Get Keys to instantly download the keys ordered in

FFK_sag MDOSHTthey are available. Certificate must be uploaded .

" before keys can be orderad and the Get Keys =
functionality can be used.

Exit Tour ® Next »
7 ACTIVATION ENABLED
12 NOTIFIED BOUND

5971 FULFILLED
'
Fulfilled Key Consumed Key Bound Key Exception
Keys stuck in fulfilled status Keys stuck in consumed status CBR submitted without OHR
nformation
2 @2 @ @z

© 2018 All Rights Reserved Internet Connection
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CBR:

A Computer Build Report (CBR) is a mandatory report that is sent to Microsoft notifying which
keys have been used (bound), so they can be activated. This report is required by Microsoft to
obtain the following details: OEM ID, Hardware Hash, Product Key ID, and Key State. Once the
CBR is submitted and validated, Product Key IDs will be registered in Microsoft’s activation
service, and Windows can be activated by the end user. The CBR process is manual, unless you
are set up for auto reporting. The CBR report is created by running the OA3tool.exe /report
command on the client device post flashing the DPK into the devices firmware. For more
information on the OA3tool.exe and how to configure the tool for use in the factory floor in
conjunction with the MSC, please download and review the following documents from the
Microsoft DOC website:

e OEM Activation 3.0 Overview Usage Guide.xps
e OEM Activation 3.0 WinClient Test Guidance Plan.xps

8% Microsoft Digital Operations Services Smart Client

m Microsoft

QP P @ B @@ £ & @ L & B £ B M

Search  Get Keys (Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptional Info Update OHR By Keys By Quantity Import Refresh
cer

puter Build Report (CBR) to report bound

Exit Tour ® Next ¥
17 ACTIVATION ENABLED

12 NOTIFIED BOUND
5871 FULFILLED

Fulfilled Key Consumed Key Bound Key Exception

Keys stuck in fulflled status Xeys stuck in consumed status

PBR:

Bind Windows keys (such as Windows 10 OS) with service keys (such as Office 365) and Store products
and report the information back to Microsoft.
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285 Microsoft Digital Operations Services Smart Client - X
. . _— .
= Microsoft D @ P X 4 ®
Online CBR PBR Revert Return To ULP Information 0A 3.0 Tool Page
El S 0O E] ZNIN = O B O
Qb 8 8 5 B 6 & L & = 12 §
Search GetKeys  ByKeys  ByQuantity ByKeys  ByQuantity  ByKeys  ByQuantity EditOptional Info  Update OHR By Keys By Quantity Import Refresh

PBR by Keys

Bind service keys {such = Office 365) with Windows keys
(such a5 Windows 10 0S) and report information back to

FFKI_sagnik ffki_Micros =
ULP by keys =

Exit Tour & Next »

17 ACTIVATION ENABLED
2 NOTIFIED BQUND
5971 FULFILLED

Fulfilled Key Consumed Key Bound Key Exception

CBR submitted without OHR
nformation

Keys stuck in fulilled status Keys Stuck In consumed Status

@ = @ e

Revert:

Revert keys allows the partners to revert the key status from the Consumed state to the
Fullfilled in case of manufacturing error’s. Do not revert Consumed Digital Product Keys that
have been: 1. Injected in a device, where that device has shipped to a custome. 2. A CBR report
has been created and submitted to Microsoft for a specific DPK. In both of these cases,
reverting a key will cause the potential for a duplication situation.

285 Microsoft Digital Operations Services Smart Client - X
. ¢ A °
m Microsoft {2y a " X 4 @
Online CBR PBR Revert Return To ULP Information OA 3.0 Tool Page
Q Y =" j
& 2 BB B 6 g K 1Z 0 p
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR _ jantity  EditOptional Info  Update OHR By Keys By Quantity Import Refresh

Revert by Keys

Revert consumed key to fulfiied using by keys
FFKI_sagnik ffki_Microsoft Agresment 5200003543

Exit Tour ® Next »
17 ATION ENABLED
IFIED BOUND
5971 FULFILLED
-~
Fulfilled Key Consumed Key Bound Key Exception

Keys stuck in fulflled status

[

&
&

© 2018 All Rights Reserved Internet Connection
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Return to ULP:
Down level partners (OEM/IDH/TPI users) may be able to return keys to Microsoft due to
different potential scenarios. In a centralized model, down level partners will notify up level

partner (OEM) via MDOS, of which keys can be returned. The OEM can then return keys to
Microsoft.

‘8% Microsoft Digital Operations Services Smart Client

2 Microsoft

Online CBR PBR Revert Return To ULP Information 0A 3.0 Tool

Of D P B B A & @ L & B £ B BE OB

Search GetKeys  ByKeys By Quantity

By Quantity  Import PBR By Keys * Optional Info  Update OHR By Keys By Quantity Import Refres|
Revert by Quantity

Revert consumed key to fulflled using by quantity

FFKI_sagnik fi_Microsoft Agreement 5200003543

Exit Tour ® Next » -

17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5571 FULFILLED

Fulfilled Key Consumed Key Bound Key Exception

CER submied without O
Keys stuck in fulflled status Keys stuck in consumed status B8 sutried without OFR
nformation

e

© 2018 All Rights Reserved Internet Connection il]

Information:

The OEM Hardware Report (OHR) generally follows the Computer Build Report (CBR) and
includes additional hardware data required by Microsoft, such as model number, screen size,
touch screen. The OHR is required by Microsoft. (Refer to your agreement for details).

An OHR is usually submitted at the same time as the CBR. However, it can be updated after the
CBR has been submitted as well. The OHR update will allow a downlevel partner to update data
and the report will automatically submit any time an update is made.

The OEM partner is ultimately responsible for the data and accuracy of the report. Content that
is supplied by the downlevel partners should be reviewed by the OEM before submission.

OEM Optional Information report, provides additional optional reporting fields that can be
reported as part of the Computer Build Report (CBR) and OEM Hardware Report (OHR). This
includes additional hardware details fields such as, OEM Extended Identifier, Country, PEV
(Promotional Code), Channel Relationship ID, and Selling Location.
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Z8m Microsoft Digital Operations Services Smart Client

m Microsoft

Onling CBR

QP QD B B @

(¢

= Page

z B j

L & & L) i

Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  ByK T te OHR By Keys By Quantity import Refresh
Update OHR

Submit an OEM Hardware Report [OHR) using search

FFKI_sagnik fiki_Microsoft Agresment 5200003543 funcrienality

Bxit Tour & Next »
17 ACTIVATION ENABLED

12 NOTIFIED BOUND
5971 FULFILLED

Fulfilled Key Consumed Key Bound Key Exception

© 2018 All Rights Reserved Intemet Connection _yil]

OA 3.0 Tool:

The OA3tool.exe is a utility provided by Microsoft in the Microsoft Automated Deployment Kit
(ADK). The OA3tool.exe is used to electronically pull a DPK from the MDOS FFKI SC client
application while connected to the network. The MDOS FFKI SC Client interfaces with the
OA3tool to correctly pull the next DPK from the database. The OA3tool also crates the
Computer Build Report using the OA3tool.exe /Report command. The CBR will automatically be
imported into the MDOS FFKI SC client application once the report is generated for each device
on the factrory floor. If your MDOS SC client is disconnected from the network, you can choose
to export DPK’s for manual use with the OEM BIOS Flash tool and the OA3tool.exe, as well for
importing of the CBR’s back into the MSC. The MSC allows for a limited time to be
disconnected from the cloud.
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285 Microsoft Digital Operations Services Smart Client - X
. *
m Microsoft
Online CBR PBR Revert Retumn To ULP Information 0A 2.0 Tool Page
Q El ~ E z R = KO
6 @ &8 & (] B & L & EE 4 ’ 4
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  BykKeys  ByQui T yKeys By Quantity Import Refresh
Export by Keys
Export keys by product key number into a secure location
FFKI_sagnik fi_Microsoft Agreement 5200003543 for future download and use. -
Exit Tour ® Next »

17 ACTIVATION ENABLED
12 NOTIFIED BOUND
5871 FULFILLED

Fulfilled Key Consumed Key Bound Key Exception

bmitted without OHR
ation

Keys stuck in fulflled status Xeys stuck in consumed status

© 2018 All Internet Connection

Refresh:

Refresh option allows the partners to refresh the key status, in case partner felt the SC not
displaying the correct key status, partners can use this ‘Refresh’ option which will sync the key
status with database and display the latest status.

8% Microsoft Digital Operations Services Smart Client

& Microsoft 4 F 3
Pag

Online PBR Revert Return To ULP Information OA 2.0 Tool e

AP @ R B B P& o4 B 7 B = S

Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptional Info Update OHR By  fresh
Refresh

Use Refresn functionality to refresh the latest key status
FFKI_sagnik ff

Microsoft Agreement 52001
Bt Tour ® Next »

17 A

VATION ENABLED

12 NOTIFIED BOUND
5871 FULFILLED

Bound Key Exception

CBR submitted without OHR
informarion

tuck in fulfilled status

© 2018 All Rights Reserved Internet Connection f]
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Business drop down:

Select the business with which you need to perform key operations. If partner has multiple
business, they select the business from the dropdown and work on the selected business.

#m Microsoft Digital Operations Services Smart Client

m Microsoft r 4 a
Online CBR PBR Revert Return To ULP Information 0A 3.0 Tool Page
= > 0 E 2 Ed o B O
Qf 8B &8 &8 B 6 & e ¢ g 12 0
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo  Update OHR By Keys By Quantity Import Refresh

FFKI_sagnik ffki_Microsoft Agreement 52¢ 03543
Business Drop Down

Select the FFKI business you wish to work with from the 17 ACTIVATION ENABLED
oropdown mens 12 NOTIFIED BOUND

Exit Tour & Next » S97LFULFILLED
—
(4
Fulfilled ey Consumed Key Bound Key Exception
Keys stuck in fulfilied status Keys stuck in consumed status
£ z z =

© 2018 All Rights Reserved Internet Connection

4.4KEYS OVERVIEW

Description:
Get a quick visual glimpse of your keys counts, grouped by status (Fulfilled, Consumed, Bound,

Activation Enabled and Returned) in a donut chart view. This visual display shows you inventory
in an easy-to-understand and interactive chart view.
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B Microsoft Digital Operations Services Smart Clent

2 Microsoft D e F X 4%0e 2

Online OA 3.0 Tool

o N a B Z ® 1] V)

Q B @ & E Bl s & L & g 1Z & =) p

Search Get Keys By Keys By Quantity By Keys By Quantity Import PBR By Keys By Quantity By Keys By Quantity Edit Optional Info Update OHR By Keys By Quantity Import Refresh
Keys Count

FFK_mdosscuser_02_Microsoft Agreement 5000044111 W 2 9 @ Emiro
Envir

W 26 FULFILLED
2 CONSUMED

2
ACTIVATION ENABLED CBR . 4

i

30
KEYS o o o d A -

4.5KEYS COUNT

Description:

See a default view of current count of product keys by Total keys, Fulfilled keys, Returned keys
and Activation Enabled keys.

Keys
1_Poriai FFKI_Microsoft Agreement 5000043798 W 3 2
Total Fulfiled

e Fulfilled — Keys that are fulfilled by FFKI
e Returned — Keys that are returned to Microsoft

[~

ount
o [ TEsT
i@ Environment
Returned Activation Enabled

e Activation Enabled — CBR acknowledgement by Microsoft that are ready to be activated

4.6 KEY TRANSACTION

Description:

This section allows the partners to view the CBR and PBR transactions performed from MSC, in
dashboard partner will be able view the latest 5 transactions, however partners can view all the
transactions by navigating to the page.

Tool tip: See the latest five transactions submitted for CBR, PBR and monitor the progress of
these transactions till completion.
Step-by-Step:
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1. Loginto Smart Client using FFKI partner account credentials.

fre)

8% Microsoft Digital Opera B M @ % 4 client

(65,0

MDOS SMART CLIENT

Page

Online PBR Return To ULP

Q ~ T & | B O
= E B L] L & . 4
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity Edit OptionalInfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 v 17 B e
Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initiated Submitted nprogress ACK Received
W 5971 FULFILLED CBR
A &
Initiated Submitted ACK Receive Complete
6000 CBR [
KEYS L4 4
Initiated Submitted Inprogress ACK Received
CBR =
L4 4 A 4 e
Initiated Submitted Inprogress ACK Received Completed
PBR 2
L 4 & - A
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuckin fulfiled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
View Fulfilled Key (2 View Consumed Key (2 view Bound Key (2 View Exception(s) (2

Internet Connection _y|

3. From Key transaction section, partner can view the latest 5 transactions.
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4. Click on view transaction to view the keys associated with this transaction.

- : r View All Transactions [
Last 5 Transaction(s) Summary View All Transactions [%
Initiated 5 ted np z A ed Completed
PER
Initiated Submitted npro A ed Comp
CBR
Initiated Submitted npro z A eived Completed
CBR
3 C - - cc A ot rs
Initiated Submitted Inprogress ACK Received Completed
CBR
o ' P a? | LY '
Keys Count
TEST
FFKI_sagnik fiki_Microsoft Agreement 5200003543 W' 6000 5971 i 17 @ e
Environment
Total Fulfilled Returned Activation Enabled
[ Transaction search mode is on. Now search key(s) within transaction. To return to normal search, please click on Reset Button. X
Key Status v Reset
Key Type v )5 p Hash
Q search
PBR Binding Status v 15 P To fo
‘v Advanced Search
M MS Product Key | Key Type Key Status Product Key Licensable Name Licensable Part Number OEM PO Number OEM Part Number | Call Off Reference Number
3258631316866 Standard ActivationEnabled OKK-OOOOKXK-XXXXX-GCAQDQ. - WINHMENTTBLT2N1100LCOA3 KJ7-00001 W10-46583-20000
3258708017363 Service FulFilled HOOR-0000C- X000 XXXXX-BAG3Q  WINHMENTTELT2NIODM100LCOA3  LD9-00001 M1065-BBY201509

HEEEE [l et

X Export Search Results

Internet Connection

5. To view all the transactions, click on view all transaction.
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All Transactions [&

Last 5 Transaction(s) Summary

Initiated Submitted npro 55 ACK ed Completed
PBR =
-
Initiated Submitted np 25 A ed Complet
CBR =
Sl o
Initiated Submitted N[ A ved t
CBR =
g \l
Initiated Submitted Inprogress ACK Received Completed
CBR =

Online PBR Revert Return To ULP Information OA 3.0 Tool Page
. 7 &
Q B B & o P ¥ E & o) fi
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity Edit Optionalinfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
6000 5971 0 17 TEST

FFKI_sagnik fiki_Microsoft Agreement 5200003543 W # Environment

Total Fulfilled Returned Activation Enabled
All Key Transaction(s)

Search by Transaction Type  From Date To Date

Al v

Type Status Unique ID Total Count| Completed Count| Created Date itted Date Acknowlegdement Date | Completed Date Action
PBR Initiasted  CD20462F-3966-4271-AE65-C51484DEOBT3 2 0 10/26/2018 9:23:17 AM E
CBR Submitted ~ A11B9594-DDAA-4CES-8230-4CFCI603FI3F 9 (] 10/5/2018 9:40:44 AM  10/5/2018 10:10:00 AM [
CBR Inprocess  FAOBBSFD-B2AD-42F3-AA4D-DCS2FCASCAA 10 7 10/5/2018 9:37:04 AM  10/5/2018 10:09:58 AM  10/5/2018 6:02:18 PM [z
CBR Completed ~99B59DOE-25EA-4F3C-B22A-1D7202C1E70D 5 5 10/1/2018 3:35:37 PM 10/1/2018 3:42:31 PM 10/1/2018 4:53:08 PM 10/1/2018 4:53:08 PM 2
PBR AckReceived 231A2676-F3C0-4671-AF1E-53779387709F 4 4 10/1/2018 3:35:30 PM 10/1/2018 4:51:17 PM 10/1/2018 4:52:44 PM s

TR T re[s Jort

Page Size

Internet Connection

You can see the last five transactions in any status. Below are the list of transaction states:
TRANSACTION STATUS

1. Initiated:
When partner submit CBR/PBR for the first time, the key transaction state is created
with Initiated status.

2. Submitted:
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Once the key related to the respective transaction (CBR/PBR transaction) are
successfully submitted to MDOS for further process, the transaction state is updated to
‘Submitted’ state.

In process:

For the group of CBR/PBR reported by the partner, if partial keys are reported
successfully and few keys are still pending to be reported, the transaction state will be
‘In process’ state.

ACK Received (Acknowledgement Received):
Once the acknowledgement of the group of keys (CBR/PBR reported by the partner)
retrieved successfully, the transaction state will update to ‘ACK received’.

Completed:
Once the transaction is complete for the group of PBR/CBR submitted by the partner,
the Transaction will be update to completed state.
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SECTION 5. KEY OPERATIONS

5.1GET KEYS
Description:

Get Keys allows keys that have been assigned to FFKI by their ULP partner from MDOS Cloud to
be downloaded and fulfilled to the MDOS Smart Client following the SLA’s of the ULP.

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera RS EIR art Client

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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203 Microsoft Digital Operations Services Smart Client

m Microsoft
Return To ULP Information 0A 3.0 Tool
Search GetKeys  ByKeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity Edit Optional info  Update OHR By Keys By Quantity Import Refresh
Keys Count
1 1 0 0 TEST
FFKI_v-sagsah_Microsoft Azreement 5000044083 W 2 Environment
Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW Last 5 Transaction(s) Summary
W 1FULFILLED

No Transaction(s) Found

NOTIFICATION

Fulfilled key Consumed Key Bound Key Exceptien
Keys stuck in fulfiled status Keys stuck in consumed status CBR submitted without OHR Daily number of MDOS services
information failed connection(s) for tod
View Fulfilled Key &2 View Consumed Key (2 ound Key (2 View Exception(s) (2

Internet Connection

3. After that, select the appropriate business from which to download the keys in smart
client as shown in the below screen.

283 Microsoft Digital Operations Services Smart Client

m Microsoft
Return To ULP Information 0A 3.0 Tool
B <& A A
Search GetKeys  ByKeys By Quantity By Quantity  Import PBR ByKeys  ByQuantity =~ ByKeys  ByQuantity Edit OptionalInfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
1 1 0 0 TEST

FFKI_v-sagsah_Microsoft Agresment 5000044083 W # Environment

Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW Last 5 Transaction(s) Summary
W 1FULFILLED

No Transaction(s) Found

NOTIFICATION

Fuffilled key Consumed Key Bound Key Exception
Keys stuck in fulfiled status Keys stuc CBR Su:u.nltred without OHR ]? Iy rvurrbe’.c! MDOS services
information failed connection|s) for today
View Fulfilled Ke View Consumed Key (2 y 2 View Exception(s) (2

Internet Connection

63



MDOS Smart Client User Manual

4. From the dashboard view, click on Get Keys to download the keys, which are assigned

by ULP to FFKI partner.

ices Smart Client

7z E OE RO

ByKeys By Quantity Import Refresh

[ wm ] e | mwnw |
E B 6 & A 4L &

By Quantity StoreProduct  ByKeys  ByQuantity = ByKeys  ByQuantity  EditOptionalinfo  Update OHR

By Keys

By Quantity

By Keys

5. A confirmation window will pop up to confirm your Key Request. Click CONFIRM.

Keys Count
I . . 1 1 0 0 =
FFKI_v-sagsah_Microsoft Agreement 5000044083 W' o —
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW
1 FULFILLED
1
KEYS N . s
(@) Are o sure you want 10 continue with getkeys No Transaction(s) Found
@ CANCEL [ CONFIRM
NOTIFICATION
Fulfilled Key i Consumed Key i Bound Key ) Exception
Keys stuck in fulfilled status. stuck in 3¢
®= c @ =
6. A message confirming key request has been sent will pop up. Click OK.
Keys Lount
1 1 0 0 TEST
FFKI_v-sagsah_Microsoft Agreement 5000044083 W B ronment
Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW
1 FULFILLED

1
KEYS @
(D Your request to get keys has been sent successfully. No Transaction(s) Found

NOTIFICATION
Fulfilled Key i Bound Key i Exception

Keys stuck in fulflled status

[ c]

7. Please follow below steps:
a. If keys are available, they will show up in dashboard within 2-3 minutes.

b. If keys are not yet available for fulfillment, you may need repeat steps again after

10 minutes.
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5.2 SEARCH KEYS

Description:
The Search Key allows users to search for keys based on search parameters and perform key
operations such as RECALL, REPORT, RETURN, etc. from the search screen.

Search fields include the following fields and options:
e KEYTYPE -
o Standard — (i.e. Windows OS)
o Service — (i.e. Office products, XBOX, other add-ons)
o MBR — Motherboard Replacement
o MAT — Multiple Activation Test
e KEY STATUS — Includes: Activation Denied, Activation Enabled, Activation Enabled
Pending Update, Assigned, Bound, Consumed, FFKI Fulfilled, Fulfilled, Marked for
Return, Marked for Submit, Notified Bound, Reported Bound, Reported Returned,
Returned.
e OEM PO NUMBER — The Purchase Order (PO) number assigned when order is placed
e OEM PART NUMBER — The unique ID assigned by MSFT for an ordered Sku
e LICENSABLE PART NUMBER — Unique ID assigned by Microsoft.

e CALL OFF REFERENCE NUMBER — The number assigned in MDOS once the Call Off order

has been placed.
e MICROSOFT ORDER NUMBER — Order number received from Microsoft after an order i
placed.

S

e MICROSOFT PRODUCT KEY ID — Shortened number associated with the long Product Key

ID.
o Long Product Key ID is the 25-character product key, also referred to as a 5x5
key, formatted as XXXXX-XXXXX-XXXXX-XXXXXXXXXX, which Microsoft provides
to activate a single copy of Windows on a computer)

There are also additional search options when you open a new window with Advanced Search
fields:
e ADVANCED SEARCH - You may search by PRODUCT KEY ID FROM, PRODUCT KEY ID TO,

MASKED PRODUCT KEY, DPK LABEL, HARDWARE HASK, OEM RMA (Return Merchandise

Authorization) NUMBER.

1. Click on the search icon to view search fields
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8% Microsoft Digital Operations Services Smart Client

m Microsoft

et ons0 0
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search  GetKeys  ByKeys By Quantity By Keys ByQuantity StoreProduct  ByKeys By Quantity ByKeys  ByQuantity  EditOptionalinfo  UpdateOHR  ByKeys By Quantity Import Refresh
Keys Count
q q 0 9 PROD
FFKI_ffki_amolD_Microsoft Agreement 5000044078 W - -
Environment
Total Fulfilled Returned Activation Enabled
[} Note: Please select form factor lass option to unlock form factor sub class option for more refined search. x
Key Status. v 2 Serial Numbel Reset
Key Type v OFl ber S P ey id From Hard ash
Q search
PBR Binding Status v U mbe 15 P, ey id To Tracking Info
a Advanced Search
Touch Screen v Form Factor Class v C imbe Cf el Relati D
Sell In Location v Form Factor Sub Class v P, El e
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i Reset
Key Type v
PBR Bincing Status v

» Advanced Search

Total Key Count : 50547

I«

Key Status

2 3
2961048232633

20000

00000000 aFoL8 7

Service. 70800013

Return To ULP. J000X-0000 Y0000 XI000CI000K.  O3ESP Sub OLC GAZ PTK AFOLE.

2961048232638 Service FulFiled JOOKA0KOXONX000CI00K. 0385 Sub OLC OA3 PTK AFOLE 7L4.00013
3258505707451 Standard Return To ULP. Y000 X000 X000 X000CSRTD  WIN HOME 10 OLC OA3 PTK KWS-00004
3258505707452 Standard Marked For Subendt J0OO0KI0000K KOO X000 HXAQ ME 10 OLC OA3 PTK XW9-00004
3258505707452 Standard Marked For Submit Y00X-I0000( X000 X000CIKNAA.  WIN HOME 10 OLC 0A3 PTK KWS-00004
3258505707453 Standard Return To ULP J0000-K0000CXI000X000CDVEIR  WIN MOME 10 OLC A3 PTK KW3-00004
3258505707454 Standard Return To ULP. 00000000 X000 X000 WKCHD  WIN HOME 10 OLC OA3 PTK XWS-00004
3258505707485 Standard Return To ULP JOOKK000K K000 KI8TV VE 10 OLC OA3 PTX KW3-00004
899501257634237 Standard Bound Y0000 KO0 KOO0 REEIV IOME 10 OLC OA3 NonAct PTK ~ KWS$-00458

W | Peely orSoss | |aen

Page Size

Tip Tool: Use Search functionality to find keys based on search parameters and perform key
operations such as ASSIGN, RECALL, REPORT, RETURN, etc. from the search screen.

Step-by-Step:

1. From the dashboard view, select the business from the Business dropdown menu.
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285 Microsoft Digital Operations Services Smart Client

m Microsoft
Return To ULP Information 0A 3.0 Tool
s 0 = 2= " B O
B S i R ¥ = & 0 fi
Search GetKeys  ByKeys By Quantity By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit Optional info  Update OHR By Keys By Quantity Import Refresh
Keys Count
a a 0 g TEST
FFKI_v-sagsah_Microsoft Agreement 5000042083 W O pr
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
W 1FULFILLED

No Transaction(s) Found

NOTIFICATION

Fulfilled Key ® Consumed Key ® Bound Key @ Exception

[S]

° Xeys stuckin fulflled ststus o Keys stuck in consumed status o CBR submitted without OHR o Daily number

f MDOS services
information failed conne: for

rtoday

view Fulfilled Key 12 View Consumed Key £ View Bound Key & View Exception(s) £

Internet Connection

285 Microsoft Digital Operations Services Smart Client

m Microsoft

I S I ™ S N Y VR R S R ey I I VR
.

Q El & a &t ¢ B

Search | Get Keys By Keys By Quantity By Keys

By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh

4. Enter search criteria, such as Key Status, Key Type, Assigned to, MS Fullfilled date, OEM RMA
Date, etc., and click on the SEARCH button.
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285 Microsoft Digital Operations Services Smart Client

m Microsoft

QS

B 6 < A 4 g ¢ E = K O

Search  GetKeys  ByKeys By Quantity By Keys By Quantity StoreProduct By Keys By Quantity ByKeys  ByQuantity  EditOptionallnfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
7 7 0 g PROD
FFKI_ffki_amolD_Microsoft Agreement 5000044076 W - .
Environment
Total Fulfilled Returned Activation Enabled
Key Status v D K Reset
Key Type v jum, art Numbe
Q search
PBR Binding Status v L

v Advanced Search

MS ProductKey | Key Type Key Status Product Key ensable Name icensable Part Number OEM PO Number OEM Part Number | Call Off Reference Number
[] 899901253275311 Standard Fulfilled XKXKK-XKKKX-KXXKX-XXKXH-JRGDV | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 4545
[] 899901253275312 Standard Fulfilled XHOOKK-XI0-XXX K XXXXX-3KW3Y | WIN HOME 10 OLC 0A3 NenAct PTK | KWS-00458 4545
[ 899501253275448 MBR Fulfilled XKXKK-XKKKX-KXKKX-XKKXH-G25X7  WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 4444 123123
[] 899901253275449 Standard Fulfilled XXXXK-XKXKX-XXXKX-XXXXX-AYAHH  WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 4444 123123
[] 899501253275754 Standard Fulfilled XHXKK-KHXHK-XXXHXOOOK-MQVTH | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 112233
[] 1801068064435 standard Fulfilled JO0OOCX00OCXXXX-XXXXX-CXBVH  WIN HOME 10 OLC OA3 NonAct PTK  KW39-00458 6565
[] 1801068064435  Standard Fuifilled XHXKK-KHXHK-XXXHXXXKXH-7COXT | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 53453
[] 3258505488875  Standard Fulfilled XHOOOLXHXKX XXX XXKXK-VGDDO, | WIN HOME 10 OLC OA3 BTK KWS-00004 27JUNE

= Export Search Results
Page Size

Internet Connection

5. Search results will display all the keys based on the search criteria. The total number of keys
found within the search parameters will also be displayed.

Key Type

PBR Bincing Status

v Advanced Search

Total Key Count : 50547

Service
2961048232633 Service
2961048232638 Service

3258505707451 Standard
3258505707452 Standard
3258505707452 Standard
3258505707453 Standard
3258505707454 Standard
3258505707485 Standard

899501257634237 Standard

FulF
Return To ULP
Fulfited

Raturn To P
Marked For Subemit
Marked For Subenit
Return To ULP
Return To ULP
Raturn To ULP

Bound

1 of 088

JOOOX-I0000L 00O X0O0I000C
JO000-K0000 K000 OO0I00X
Y00 KOO 000G 00K
SO0 X0 XK KOO SIRTD
J00O0KI0000K KOO0 K00 HNAQ
JO00XI0000( X000 000N
JO000-H0000 X000 X000 DVEIQ
YOOV KOO WXCHD

JOOK-K000K KO0 KOO &

200000000 K00 KO0X-RGEIV

0
Page Size

03657 Sub OLC OA3 PTK AFOLS
0365P Sub OLC OA3 PTK AFOLS
03659 Sub OLC OA2 FTK AFOLS

WIN HOME 10 OLC OA3 PTK

WIN HOME 10 OLC 0A3 PTK
WIN HOME 10 OLC A3 PTK
WIN MOME 10 OLC 0A3 PTK
WIN HOME 10 OLC 0A3 PTK
WIN H

€ 10 OLC 0A3 PTK
WIN HOME 10 OLC A3 NonAct PTK

KWS-00458

4TH AN 2019
ATH AN 2019
ATHIAN

019
aTH

N 2019
4THJAN 2019
ATH JAN 2019
4TH AN 2019

4TH 14N 2019

Q search

6. Keys can then be selected to perform other operations like Export, Assign, Recall, etc.
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8% Microsoft Digital Operations Services Smart Client

B Microsoft

E

a 4 2 ¢ ER EHEH K O

B f <

Search  GetKeys By Keys By Quantity By Keys
PBR Binding Status v
w Advanced Search
O |MsProductKey | Key Type Key Status
899501253275311 Standard Fulfilled
D 899901253275312 Standard Fulfilled
D 8959501253275448 MBR Fulfilled
D 899901253275449 Standard Fulfilled
D 899901253275754 Standard Fulfilled
D 1801068064435 Standard Fulfilled
[] 1801068064435 Standard Fulfilled
D 3258505488879 Standard Fulfilled
o e ES
Page Size

\ Key Details | Key History | Optional information |

By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh
Product Key Licensable Name ensable Part Number OEM PO Number OEM Part Number | Call Off Reference Number
XXXKK-XKXXX-KXXKX-XKKXX-JRGDV | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 4545

XHOOKK-XI0-XXX K XXXXX-3KW3Y | WIN HOME 10 OLC 0A3 NenAct PTK | KWS-00458 4545

XKXKK-XKKKX-KXKKX-XKKXH-G25X7  WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 4444 123123

XHOKK-XIOX-XXXNCKXXXX-AYAHH  WIN HOME 10 OLC OA3 NenAct PTK | KWS-00458 4444 123123

XHXKK-XKXKX-KXXKX-XXKXH-MQVZH | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 112233

XXXXK-XKXKX-XXXKX-XXXXX-CXBVH  WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 6565

XHXKK-KHXHK-KXKHXXKH-FCOXT | WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 53453

JO00OCX00OCXXXX-XXXXX-V6DDQ,  WIN HOME 10 OLC OA3 PTK KWS-00004 27JUNE

X Export Search Results

Key Type Key Status Fulfillment Date
Standard Fulilied 4/4/201812:20 M
Product Key I 1345913

Product Key XRKXK-KKHKNHHXHK-KRNKKIRG DY

Licensable Part Number KW9-00458
QEM PO Number 4545

Serial Number

Call Off Reference Number
Licensable Name WIN HOME 10 OLC OA3 NonAct PTK
QEM Part Number

MSFT Product Key ID 9990125327531

Internet Connection

1. Check the box(es) to select keys and view key information.
Note: Only information for one key can viewed at a time.

Z0m Microsoft Digital Operations Services Smart Client

& Microsoft
CBR
Q & E
Search  GetKeys  ByKeys By Quantity By Keys

FFKI_ffki_amolD_Microsoft Agreement 5000024078 W

Key Status v
Key Type v
PBR Binding Status v

v Advanced Search

OO (MsProductKey | Key Type Key Status
3990125327531 Standard Fulfilled
899501253275312 Standard Fulfilled

[] 899501253275448 MBR Fulfilled

[] 899901253275449 Standard Fulfilled

[] 859801253275754 Standard Fulfilled

[] 1801068064435  Standard Fulfilled

[] 1801068064435  Standard Fulfilled

[] 3258505488879  Standard Fuifilled

] LT o] | Pee

oo onaon

B 6 o 4 B2 7z EH = B b

By Quantity ~Store Product By Keys By Quantity By Keys By Quantity  Edit Optional Info  Update OHR By Keys By Quantity Import Refresh
Keys Count
5 5 0 g PROD
# Environment
Total Fuffilled Returned Activation Enabled

Reset

Q search

Product Key Licensable Name ensable Part Number OEM PO Number OEM Part Number | Call Off Reference Number
XX00K-XRNKA-XHXXXX-XKXGK-JRGDV | WIN HOME 10 OLC OA3 NonAct PTK | KW3-00458 4545

XOO00G-XI00-XHKXNKUH-3KW3V | WIN HOME 10 OLC OA3 NonAct PTK - KWS-00458 4545

XXXXH-XHXKX-XRXXXXXNHK-829X7 | WIN HOME 10 OLC OAZ NonAct PTK | KW3-00458 4444 123122

XO0OK-XXNNK-KRXXX-XKXXX-2YAHH | WIN HOME 10 OLC OA3 NonAct PTK  KWS-00458 4344 123123

XXOOOE-SBXAXXNXH-MAVTH | WIN HOME 10 OLC OA3 NonAct PTK | KW3-00458 112233

XXO00K-XXNKK-KRXXX-XKXHXK-CKBVH | WIN HOME 10 OLC 0A3 NonAct PTK  KWS-00458 6565

XXXXH-XXXKX-XKXXX-XXXXK-FCSXT | WIN HOME 10 OLC OA3 NonAct PTK | KW3-00458 53453

XUOOOK-XXOM-XRXXX-XXXXX-VEDDQ, | WIN HOME 10 OLC 0A3 PTK KWS-00004 27JUNE

2 Export Search Results

Please select one row to view the key details.

Internet Connection

Display the total keys count in search grid
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Currently MSC does not show the total keys searched in Search screen, with this change FFKI
partner will see the total key count from search key page.

Step-by-Step:

1. From the dashboard view, select the business from the Business dropdown menu.

Z0m Microsoft Digital Operations Services Smart Client

o e P X AT

Return To ULP Information 0A 3.0 Tool
B o ¥ ¢z E
Search GetKeys  ByKeys By Quantity ByQuantity  Import PBR ByKeys  ByQuantty = ByKeys  ByQuantity EditOptionalinfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
FFKI_v-sagsah_Microsoft Agreement 5000044083 W 1 1 g o - En\-ji:z:msnt
Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW Last 5 Transaction(s) Summary
W 1FULFILLED

No Transaction(s) Found

NOTIFICATION

=]
[S]

Fulfilled Key ® Consumed Key ® Bound Key

o Keys stuck in fulfiied status o Keys Stuck in consumed status o .

View Fulfilled key &2 View Consumed Key 2

Exception

Daily
failec

Interet Connection

Z0m Microsoft Digital Operations Services Smart Client

m Microsoft

[ m ] e | mweow | e | ovewr | e
. ; E fHh & @ & & ¢z E B9 N
Search

GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh

4. You can see the total key count from search page on left top of product key list grid.
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8% Microsoft Digital Operations Services Smart Client

= Microsoft

Online CBR PBR Revert Return To ULP Information 0A3.0Tool Page

Qf @ @ . 2R
B & @ & B & @ & & 4 CO
Search GetKeys  ByKeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptional Info  Update OHR By Keys By Quantity Import Refresh
Keys Count
PROD
sctes Aicroso 1 0 ] 0
FFKI_msctestuser]@outlook.com_Microsoft Agreement S0 W R et
Total Fulfilled Returned Activation Enabled
Key Status v SFT Product Key ID S Orde

Reset

Key Type W | | Call Off Reference Numbe OEM Part Numbe 5 Product Key Id From Hardware Hash
Q, search
PEBR Binding Status v OEM PO Numbe Licensable Part Numbe, MS Product Key Id To Tracking Info

w Advanced Search

Total Key Count : 1 & Export Search Results

W Ms Product Key | Key Type Key Status Product Key Licensable Name Licensable Part Number OEM PO Number OEM Part Number Call Off Reference Number
[] 2625065813045 Standard Consumed XK XXX -XXHHK-6GXXT  WIN HOME 10 OLC OA3 NonAct PTK | KWS-00458 NEW BULK KEYS NEW KEYS
ol o T R

Page Size

© 2018 All Rights Reserved Interet Connection ]

5.3 RETURN KEYS

Description:

Return Keys allows the FFKI partner to return the keys that were assigned to them to their ULP
partner from MDOS SC so that the keys will returned to MDOS Cloud.

5.2.1 Return Keys by quantity

Step-by-step:

1. From the top menu, select By quantity under Return to ULP.

Zam Microsoft Digital Operations Services Smart Client

B Microsoft
B = — e
Ce O O B B 6 & 0O 5 o @ = B O
s O & < L & & & SO .
Search GetKeys  ByKeys  ByQuantty  ByKeys  ByQuantity StoreProduct  ByKeys  ByQuantity | ByKeys  ByQuantity | EditOptionallnfo UpdateOMR  ByKeys  ByQuantity  Import Refresh

2. Enter the quantity of keys to be returned.
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8% Microsoft Digital Operations Services Smart Client

m Microsoft

Return To ULP.

CBR PBR
% 2
QA < E B a 4+ & & 4
search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh
Keys Count
q q 0 9 PROD
FFKI_ffki_amolD_Microsoft Agreement 5000044078 W - -
Environment
Total Fulfilled Returned Activation Enabled

Return By Quantity

Licensable Part Number OEM Part Number OEM PO Number Available Keys

Standard KWS-00458 112233 1 ]

‘Stanﬂard KWS-00004 27JUNE 1 o]
‘stanﬂard KWS-00458 4545 2
‘Stanﬂard KWS-00458 53453 1 o]
‘stanﬂard KWS-00458 6565 1 p—]
‘Stanﬂard KWS-00458 123123 el 1 o]
‘MER KWS-00458 123123 4444 1 p—]

Reset Return to ULP.

3. Click on Return to ULP.

0o Microsoft Digital Operations Services Smart Client

m Microsoft

a &t I =) B O

E @ 0

Search  GetKeys ~ ByKeys  ByQuantity ~ ByKeys  ByQuantity StoreProduct  ByKeys  ByQuantity = ByKeys  ByQuantity  EditOptionalinfo  UpdateOHR  ByKeys  ByQuantity  Import Refresh
Keys Count
PROD
FFKI_fki_amolD_Microsoft Agresment 5000044078 W' 8 8 i o @ £
Environment
Total Fulflled Returned Activation Enabled

Return By Quantity

Licensable Part Number OEM Part Number (OEM PO Number Available Keys

standard KWS-00458 112233 1 ]

standard KWS-00004 27JUNE 1 o]
standard KWS-00458 4545 2
KWS-00458 53453 1 p ]
standard KWS-00458 6565 1 p—]
standard KWS-00458 123123 el 1 o]
MER KWS-00458 123123 4444 1 p—]

Reset Return to ULP.

ERFRFAERAERER
=

4. A confirmation window will pop up to confirm your selection. Click CONFRIM.
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[ confirm Return Keys

@ Are you sure you want to return keys?

® CAMCEL & CONFIRM

5.2.2 Return Keys by Keys
Step-by-step:

1. From the top menu, select By Keys under Return to ULP.

283 Microsoft Digital Operations Services Smart Client

m Microsoft

Return To ULP Information

E @ 0 8l .t 5z B

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity | EditOptionalinfo  UpdateOHR  ByKeys By Quantity Import Refresh

£8% Microsoft Digital Operations Services Smart Client

= Microsoft
[ owe | I S I S N e T I
Q & E fH & @ & & 2=

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh

Keys Count
PROD
£ Environment

FFKI_ffki_amolD_Microsoft Agreement 5000044078 W' 8 8 0 0
Total Fulfilled Returned Activation Enabled
Return By Keys

w search

MS Product Key Product Key ID Product Key Key Status Key Type Licensable Part Number
[] 8990125327531 1345913 XXXXK-XKXXK-XXXKX-XXXKX-JRGDV Fulfilled standard KW3-00458
||:| 899901253275312 1345914 XKKX-KRXHK-XKKHX-XXXKK-3KW3V Fulfilled Standard KW3-00458
|E| 899901253275448 1412966 XHXKK-KKXHK-XXXKX-XXXXX-9 29X Fulfilled MBR KW3-00458
||:| 899901253275449 1412967 XEKKX-KRXHK -XKKKX-XKXKR-AYAHH Fulfilled Standard KW3-00458
|E| 899901253275754 1413022 XEXXK-XKXHK-XXXKX-X00K-MQYTH Fulfilled standard KW3-00458
||:| 1801068064435 1413026 XKXX-KEKK-XKXKK-XKXKK-CXBVH Fulfilled Standard KW3-00458
|E| 1801068064435 1480184 XEXXK-XKXHK-XXXKX-XXXKX-TCSX T Fulfilled standard KW3-00458
||:| 3258505488879 2568595 XKKX-KXKHK-KKXKK-XKXKX-VEDDQ, Fulfilled Standard KW3-00004
L] C P o | Peee o Resst
Page Size

3. Enter the search criteria and Click on the SEARCH button.

73



MDOS Smart Client User Manual

285 Microsoft Digital Operations Services Smart Client

m Microsoft o

= ————— o
Q & S 0O Z] 7 E BEH B
] El [ A = & 4
Search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh
Keys Count
8 8 0 0 PROD
FFKI_ffki_amolD_Microsoft Agreement 5000044078 W - .
Environment
Total Fulfilled Returned Activation Enabled

Return By Keys
a Search

MS5 Fulfilled Date
Reset

PBR Status v

MS Product Key Product Key ID Product Key Key Status Key Type Licensable Part Number
[] 899901253275311 1345913 XHXXX-XKXHK-XXXKX-XXXKX-RGDV Fulfilled standard KW3-00458
| [] 899901253275312 1345914 KKK XRKHK-KKXKK-XXHKK-3KW3V Fulfilled Standard KW3-00458
| [] 899901253275448 1412966 XEKXK-KKXHK-XXXKX-XXXKX- 925X Fulfilled MBR KW3-00458
| [] 899901253275449 1412967 XKXH-XHXHK XX XKV AHH Fulfilled Standard KW3-00458
| [] 899901253275754 1413022 X0 X000 -XO-MAV TH Fulfilled standard KW8S-00458
| [] 1801068064435 1413026 XKKKX-KKKHK-XKXKK-XKXKK-CXBVH Fulfilled Standard KW3-00458
| [] 1801062064435 1430184 XA XX-KEXHK -XXXHX-XXKKX-TCIX T Fulfilled Standard KW3-00458
| [] 3258505488879 2568595 XKKKX-KKKHK-XKXKK-XKXKX-VEDDQ Fulfilled Standard KWS-00004
o Reset
Page Size

_____________________________________________________________________________________________________________|
4. All keys eligible for return will display in the table.

5. Check the box(es) to the select KEY IDs you would like to return.

0o Microsoft Digital Operations Services Smart Client

m Microsoft A

I S R ™ S N T VR R R ey I VR
EE ® 66 & O &4 B @z E == K O

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh

Keys Count
PROD

8 8 o 0
¥ Environment

FFKI_ffki_amolD_Microsoft Agreement 5000024078 W

Total Fulfilled Returned Activation Enabled

Return By Keys

¥ Search

Ms Product Key Product Key ID Product Key Key Status Key Type Licensable Part Number
839501253275311 1345513 XXX HH =X XK XK -XXKHX-IRGDV Fulfilled Standard KWS-00458
839501253275312 1345514 KR K- XXXXK-XXXKK-XKKKX-3KW3BV Fuffilled Standard KWS-00458

|D 839501253275448 1412566 XK =X XHNHH-X XXX -9 29X T Fulfilled MEBR KWS5-00458

] 899301253275449 1412567 R X000 - XXX -4 YAHH Fulfilled Standard KWS-00458

|D 839501253275754 1413022 XK= YOO XXX -MAV TH Fulfilled Standard KWS-00458

||:| 1801068064435 1413028 K0 X000 XX XXX - XXX -CXBVH Fulfilled Standard KWS-00458

|D 1801068064435 1480184 KKK K- XXHKK - XX KKK -XKKKK-TCOKT Fulfilled Standard KWS-00458

||:| 3258505488879 2568595 KRXXK- X000 XX XXX -XXXXX-VEDDQ Fulfilled Standard KWS-00004

'
5. Click the Return to DLP button.

6. A confirmation window will pop up to confirm your selection. Click CONFIRM.
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X [ confirm Return Keys

'.:.:.
X
@ Are you sure you want to retum keys?
b
X
o | 3 CAMNCEL COMNFIRM

T, FUTETEd

7. Once the keys are returned, a “Key(s) returned successfully” message will briefly pop up in
the green highlighted banner.

FFKIFFK_Test_Asmic_Microsoft Agreement S000043726W 79499 78954 L 0 PROD
(@ Environment
Total Fulfilled Returned Activation Enabled

D) Keys return successfullylil :

Return By Keys

w Search

W Product Key ID T Product Key T Key Status T Key Type T Licensable Part Number T | MS PRODUCT KEY ID
[ 2033378 0000-X0O0-XO000CI000C-X0000C Fulfilled Standard KI7-00001 3258631582415
| [] 2033379 20000(=X00CK-X0OOCH0OEX000 Fulfilled Standard KJ7-00001 3258631582415
| [ 2033382 0000CX0CK-XO00OC-XO-XHKK Fulfilled Standard KJ7-00001 3258631582417
| (] 2033383 XXRHK-XHHHH XK KK -KIHXAE-XKXKK Fulfilled Standard KJ7-00001 3258631582417
[J 2033384 000K XKOCK - XK - KUK -XHXKK Fulfilled Standard KI7-00001 3258631582418
| [] 2033385 F0O0OK-XOCK- XK -XHXNKK Fulfilled Standard KJ7-00001 3258631582418
[ 2033386 000X XOOOCKCOXHNKK Fulfilled Standard KJ7-00001 3258631582419
[ 2033387 20000000 X0OOC-X0O0-X00CC Fulfilled Standard KI7-00001 3258631582419
| [ 2033388 0000 XOOOOCHOOXON Fulfilled Standard KJ7-00001 3258631582420
[] 2033389 000X - XK NC-KIOXHHKN Fulfilled Standard KJ7-00001 3258631582420
[T T ol [ wils o] o feset

Page Size

5.4REVERT KEYS

Description:

Often FFKI partners accidentally export keys which are not intended for key injection and want
to revert the key back to fulfilled state. Partners can use the revert keys capability to revert the
key status to fulfilled state in this instance.

Note: Do not revert Consumed Digital Product Keys that have been: 1. Injected in a device,
where that device has shipped to a custome. 2. A CBR report has been created and submitted
to Microsoft for a specific DPK. In both of these cases, reverting a key will cause the potential
for a duplication situation.

5.4.1 Revert keys by keys

Tip Tool: Revert keys by keys will revert the key status from consumed to fulfilled by keys.
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Step-by-step:
1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera TN EIRT art Client

MDOS SMART CLIENT

88 Microsoft Digital Operations Services Smart Client

m Microsoft

Online PBR Return To ULP Informat

~ & B O
Q El - = i
Search  Get Keys By Keys By Quantity By Keys By Quantity Import PBR By Keys By Quantity By Keys By Quantity ~ Edit Optional Info ~ Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fli_Microsoft Agreement 5200003543 W 6000 5971 v 17 = e
Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
M 17 ACTIVATION ENABLED
12 NOTIFIED BOUND [E— —
W 5971 FULFILLED CER
A 4 ~
Initiated Submitted ACK Receive
6000 CER =
KEYS L4 4
Initiated Submitted Inprogress ACK Received Completed
CBR £}
e L =2 ’ 4
Initiated Submitted Inprogress ACK Received Co
PBR 2
L 4 - A A
NOTIFICATION
Fulfilled key ® Consumed Key ® Bound Key @ Exception )
@ Keys stuck in fulfilied status o Keys stuck in consumed status @ CBR suomitted without OHR o Daily number of MDOS services
information failed connections) for today
View Fulfilled Key (2 View Consumed Key [2 ound Key [ View Exception(s) (£

Internet Connection
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3. Select By Keys under Revert.

20 Microsoft Digital Operations Services Smart Client

osoft

search GetKeys  ByKeys By Quantity By Keys By Quantity  Store Product ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh

o et o
B # Lo 2 B 5
By Keys By Quantity

4. Select the keys you want to revert and click on revert button.

Keys Count

16 9 1 0 TEST

FFKI_FFKI_khkuma_LabS_Microsoft Agreement 500004381C W
(2 Environment

Total Fulfilled Returned Activation Enabled
Revert By Quantity

Licensable Part Number OEM Part Number OEM PO Number

Standard FQC-08800 PBRL 28MAR2 1 0
MR =L =

Cancel

© 2018 All Rights Reserved Intemet Connection ]

5. Once the FFKI partner clicks on the Revert button, a confirmation window will pop up to
confirm your Key Request. Click CONFIRM.

Keys Count

16 9 1 [ TEST

FFKI_FFKI_khkuma_Lab8_Microsoft Agreement 500004381C W' ~
i Environment

Total Fulfilled Returned Activation Enabled
Revert By Keys

w Search

u 1S Product Key roduct Key Id Product Key Licensable Part Number

vl 3305579486747 1040596 XXKKX-XXXXX, standard FQC-08800

. Are you sure you want o revert keys?
e e e @ #reyousrey o - |

@) CANCEL CONFIRM

© 2018 All Rights Reserved Internet Connection _|

6. Once the keys are reverted back to fulfilled status, a “Keys Revert Operation
Successfully” message will briefly pop up in the green highlighted banner.
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[ Keys Revert Operation Successfully!!!

REVERT BY KEYS

a Search
|
Key Type v QEM PO NUMBER

5.4.2 Revert keys by quantity

Tip Tool: Revert keys by keys will revert the key status from consumed to fulfilled by quantity.

Step-by-step:
1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera RS EIR art Client

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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285 Microsoft Digital Operations Services Smart Client

Microsoft

Online CBR PBR Revert Return To ULP Information Page

Q s 0 E B B O
E B S L & = fi
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit Optional info  Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 0 17 @ £
Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary View A

W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND - -

Initiated Submitted ACK Receive Complete
W 5971 FULFILLED CBR [2
o -
Initiates Submitted A ete
6000 CBR [2
KEYS 4 ¥
Initiated Submitted nprogress
CBR =
14 2 4 L 4 4 A
Initiated Submitted
PBR 2]
- ~ - -
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception D
@ Keys stuck in fulfiled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
view Fulfilled Key £ View Consumed Key &£ View ] View Exception(s) (£

Internet Connection

3. Select By Quantity under Revert.

285 Microsoft Digital Operations Services Smart Client

B Microsoft

o oo
El & a | L ¢ E V)

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Quantity ByKeys  ByQuantity  EditOptionalInfo  Update OHR  ByKeys By Quantity Import Refresh

Keys Count

16 ) 1 0 TEST

FRKI_FFKI_khkuma_Labg_Microsoft Agreement 500004381C W' (2 Environment

Total Fulfilled Returned Activation Enabled

Revert By Quantity

Licensable Part Number QEM Part Number OEM PO Number Available Keys

Standard FQC-08800 PBRL 28MAR2 1 \:|
L Tl Lol

Cancel

Internet Connection
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5. Click on Revert button.

6. Once the FFKI partner click on the Revert button, a confirmation window will pop up to
confirm your Key Request. Click CONFIRM.

Keys Count

16 9 1 [ TEST

FFKI_FFKI_khkuma_Lab_Microsoft Agreement 500004381 W -
g Environment

Total Fulfilled Returned Activation Enabled

Revert By Quantity

| St i R
1 1

Standard FQC-08800 PBRL 28MAR2

» Pase | 1 o
[ confirm Revert Keys

(@) Are you sure you want to revert keys?

cancel m

@® CANCEL CONFIRM

© 2018 All Rights Reserved Internet Connection _yl|

7. Once the keys are reverted, a “Keys Revert Operation Successfully” message will briefly
pop up in the green highlighted banner.

Total Fulfilled Returned Activation Enabled

[ Keys Revert Operation Successfully!!t x

REVERT BY QUANTITY

Licensable Part Number OEM Part Number OEM PO Number Available Keys
Standard KW3-00458 1230EM_STD_PARTNO 1230EM_STD 1 E
Standard FOC-08800 OEM_DUPLICATE_LABL OEM_DUPLICATE_LAB1 2 E
Standard FOC-08800 PART1 OEM_STD_514 1 E
Standard Kws3-00458 SC1_R3_1 SC1_R3_19JAN 1 E
Standard 269-16965 5C2_FUTUREDATE_17JAN_3 SC2_FUTUREDATE_17JAN 1 E
Service 7NM-00087 FGHKUHI COMPLETED 1 E
Service 269-16965 PART3 OEM_STD_514 1 E
Service 7NM-00087 SC3_17IAN_2 SC3_FUTUREDATE_17JAN 1 E

eI Tl

CANCEL

5.5IMPORT KEYS

Description:

80



MDOS Smart Client User Manual

The Import keys functionality allows a down level partner (DLP) to import keys into the MDOS
SC system from an external file location. The keys must be in Consumed status to be imported
and the file format from where the keys are being imported must be XML.

Tip Tool: Import keys into the Smart Client from an external file location.

Step-by-Step:

1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera RS EIR art Client

MDOS SMART CLIENT

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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285 Microsoft Digital Operations Services Smart Client

B Microsoft
Online cBR PBR Revert Return To ULP. Information 0A 3.0 Tool Page
Q B & B & A 4 & ¢z EJ B O
Search GetKeys  ByKeys  ByQuantity  ByKeys ByQuantity  ImportPBR | ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalinfo Update OHR  ByKeys By Quantity Import Refresh
Keys Count
6000 5971 0 17 TEST

FFKI_sagnik fiki_Microsoft Agreement 5200003543 W # Environment

Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary View All Transactions (2
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initiated Submitted nprogress ACK Received Complete
W 5971 FULFILLED CBR [2
4 ~
Initiated Submitted
6000 CBR [2
KEYS o ~
Initiated Submitted nprogress ACK Received Completed
CBR [
~ 2 4 A A A
Initiated Submitted nprogress ACK Received
PBR 2]
- 2 4 L 4 o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception
@ Keys stuckin fufiled status o Keys stuck in consumed status @ CBR submitted without OFR o Daily numboer of MDOS services
information failed connection(s) for today
fiew Fulfilled Key 2 View Consumed Key 2 View Bound Key (2 View Exception(s) (2

© 2018 All Rights Reserved Intemnet Connection _y|

3. After clicking “Dashboard” button, FFKI partner will need to click on the Import Button
as shown in the below screen.

283 Microsoft Digital Operations Services Smart Client

= Microsoft
R S R S N TR RS oxaen e
Q& E B & A 4L & o |E M N

Search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR | ByKeys By Quantity Import Refresh

4. After clicking partner will get the below screen. FFKI partner will need to click on the
import button. All files present in the file import path location will be upload in the
MDOS.

NOTE: FFKI partner will need to set the Import Path from the settings page. To learn more
about Settings please refer to the settings page.
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285 Microsoft Digital Operations Services Smart Client

B Microsoft

[ o | o | | we | mwow | e | ovew | e
Q & B &8 &5 @ 6 & A A & B 2 B = OB OOS

Search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR  ByKeys By Quantity Import Refresh
Keys Count
7 7 0 g PROD
FFKI_ffki_amolD_Microsoft Agreement 5000044078 W - -
£ Environment
Total Fulfilled Returned Activation Enabled

Import OA 3.0 Tool Qutput File: p:\mpOssC_Import =] import

No Data Found!

Internet Connection __y |

Keys Count

1 o TEST

FFKI_FFKI_khioam_Lab0_Microssit Aqreement SO0004381 W 16 2
PR kot i@ Environment

Total Fulfilled Antwmed Activation Enabled

[ we are processing your imprt request, The system will natify you the impert status, *x

Import OA 3.0 Tool Qutput File: poyumpcet

No Data Found!

Checking for xmiy.zip for Import FFXI S B
Total mumber of 1 ami, 0.2 Hie found under Exportedeiies3-30-2018 3-56-45 FM) foider
Total mumber of 1 ami, 0.3 e found under ExportedFiies3-30-2018 3+56-50 FM) foider

Total neamber of 1 xmi, 0 zip file found under Exported®iles|3-10-2018 4-18-16 PM) folder

Totsl nasmiber of 1 xmi, 0 zip file found under Exportadfile:

file found: 4 xmi fles, 0 zip files

nl format before import Process.

Once the keys are imported, a notification will appear under the Alert icon, indicating recent
changes.

5.6EXPORT KEYS

Description:

The Export keys functionality allows FFKI to export keys from MDQOS SC system to an external file
location. The keys must be in fulfilled status to be exported and the format of the exported file
will be a XML file.
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Note: Microsoft recommends that to complete the OA3.0 end to end process that all entities
within the Business Setup within MDOS should be network connected. If the entities within the
business are not network connected, there is a risk of duplicate device manufacturing with the
same DPK, Lost DPK'’s, as well lost CBR’s and the potential for non activatable systems. The MDOS
solution is based on being network connected from the parent to all children in the business
setup

Tip Tool: Export keys from MDOS SC into a zip file and store in a secure location for future
download and use. User will be notified of the location from where the user can download the
keys.

5.6.1 Export keys by keys

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera RS EIR art Client

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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285 Microsoft Digital Operations Services Smart Client

m Microsoft

Online CBR PBR Revert Return To ULP information Page

Q S A g EQ B O
E B & L & = fi
Search GetKeys  ByKeys  ByQuantity  ByKeys By Quantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalinfo Update OHR ByKeys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 0 17 @ £
Environment
Total Fulflled Returned Activation Enabled

KEYS OVERVIEW

Last 5 Transaction(s) Summary View A
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initizted Submitted p ACK Receive Co B
W 5971 FULFILLED CBR [2
- &
Initiates Submitted
6000 CBR [2
KEYS & L
Initiated Submitted nprogress
CBR [
L 4 - A h
Initiated Submitted
PBR 2]
L 4 & L 4 o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception )
@ Keys stuck in fulflled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
view Fulfilled Key 2 view Consumed Key [2 View Bound Key (2 View Exception(s) (2

Internet Connection

285 Microsoft Digital Operations Services Smart Client

m Microsoft

Q & [ f & A &4 EQ

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalInfo  Update OHR | ByKeys By Quantity Refresh

4. Select the keys which you want to Export and click on Export Keys Button.
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Keys Lount

FFKI_FFKI_khkuma_LabS_Microsoft Agreement 500004381 W 16 9 1 [ TEST
(2 Environment
Total Fulfilled Returned Activation Enabled

[} Note: If you would like to change the export file location, please navigate to settings page.

Export By Keys

v Search

M MS Product Key Product Key ID Product Key Licensable Part Number OEM Part Number Licensable Name

[ 899901252750028 1040604 XXOOOO00CGO0O-XXXXX-DARHH  KWS-00458 WIN HOME 10 OLC OA3 NonAct PTK
[] 899901252750029 1040605 XXXXK-XXXXX-KXXXX-XXXXK-FGE3V  KWS-00458 WIN HOME 10 OLC OA3 NenAct PTK
[ 899901252750033 1040609 JOOOOGI000CGI0000C-XXXXX-89BVH  KWS-00458 WIN HOME 10 OLC OA3 NonAct PTK

Directory  D:\Export

MR e Joe] e

Page Size.

Internet Connection

5. Once the FFKI partner clicks on the Export Keys button, a confirmation window will pop
up to confirm your Key Request. Click CONFIRM.

Keys Count
ent 500004381 W 16 s 1 o et
& Environment.
Total Fulfilled Returned Activation Enabled

FFKI_FFKI_khkuma_L

Export By Keys

w Search

' WS Product Key Product Key ID Product Key T A TR OEM Part Number T
vl | 899901252750028 1040604 XXXXK-XXXX| D Confirm Export ‘WIN HOME 10 OLC OA3 NonAct PTK
‘WIN HOME 10 OLC OA3 NonAct PTK

899901252750029 1040605 JOOO0C-XHK
899901252750033 1040609 XXXXX-XXXX WIN HOME 10 OLC OA3 NonAct PTK

() #re you sure you want to export key(s}?

Directory  Di\Export
&) CANCEL [ CONFIRM

T Pe[1 Jori| |10

Page Size

6. Once the keys are exported, a “Key Exported Successfully” message will briefly pop up in
the green highlighted banner.

N -Keys Count

FFKI_OEM6_FFKI1_Microsoft Agreement 5000043688 W 13 8 [} 0 PROD
=l Environment
Total Fulfilled Returned Activation Enabled

D) Keys exported successfully!!!

EXPORT BY KEYS

w Search
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5.6.2 Export keys by quantity

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.

—
fre)

8% Microsoft Digital Opera TN EIRT art Client

MDOS SMART CLIENT

Services Smart Client

CcBR PBR Return To ULP information
2 B s 4 B ¢ E &
Q B = E] < B S = & =0
search GetKeys  ByKeys By Quantity By Keys By Quantity Import PBR ByKeys By Quantity ByKeys  ByQuantity  Edit Optional info  Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 v 17 @ Emironment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initiated Submitted nprogress ACK Received Completed
W 5571 FULFILLED CER 2
A 4 o
Initiated Submitted ACK Receive Complete:
6000 CBR 2]
KEYS L4 4
Initiated Submitted Inprogress ACK Received
CBR =
L L 4 A 4 A
Initiated Submitted Inprogress ACK Received Completed
PBR 2
L 4 - A A
NOTIFICATION
Fulfilled key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuckin fulfled status o Keys stuck in consumed status @ CBR submitted without OHR o Daly number of MDOS services
information failed connection(s) for today
View Fulfilled Key 2 View Consumed Key (2 View Bound Key (£ View Exception(s) (2

Internet Connection _y|
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3. Select By Quantity under OA 3.0 tool option.

£ Microsoft Digital Operations Services Smart Client

m Microsoft
= == O A= = =
S @ EE @ 6 < A = 7 | ER s B | O
Q & ] & i P 11 = & =0l 4
Search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity

ByKeys  ByQuantity  EditOptionalInfo  Update OHR | ByKeys By Quantity Import Refresh

4. Enter the quantity of keys which you want to Export and click on the Export Keys Button.

Keys Count
FFKI_FFKI_khkuma_LabS_Microsoft Agreement 500004381 W' 16 9 1 [ TEST

(2 Environment
Total Fulfilled Returned

Activation Enabled

[ Note: If you would like to change the export file location, please navigate to settings page.

Export By Quantity

Licensable Part Number

OEM PO Number

Available Keys
KW5-00458 8790

Directory | D:\Export

Cancel Export Keys

5. Once the FFKI partner clicks on the Export Keys, a confirmation window will pop up to
confirm your Key Request. Click CONFIRM.

Keys Count

FFKI_FFKI_khkuma_Lab8_Wicrosoft Agreement 500004381C W' 16 9 d

Total Fulfilled

0 TEST

2 Environment
Returned Activation Enabled

Export By Quantity

Standard

KW3-00458

3 1

() reyousure you want o exportkeys?

@ CANCEL CONFIRM

Directory  D:\Export

Cancel Export Keys

6. Once the keys are exported, a “Key Exported Successfully” message will briefly pop up in
the green highlighted banner.
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vroquct inrormation
Keys Count

FFKIOEMG_FFKIT_Microsoft Agresment 5000043688 W 13 8 0

Total Fulfilled Returned
[} Keys exported successfully!!!

EXPORT BY KEYS

v search

5.7 OA 3.0 TOOL
Description

This section explains the partner on how to configure the OA3.0 tool

0 PROD

S Environment
Activation Enabled

X

1. Edit your “oa3tool.cfg” file according to server-based configuration file format. You can

reference OA3Tool guide provided by Microsoft for more information.

Example for server-based oa3tool configuration file:

<OA3>
<ServerBased>

<KeyProviderServerLocation>
<IPAddress>*******< [|pPAddress>
<ProtocolSequence>ncacn_ip_tcp</ProtocolSequence>
<EndPoint>9011</EndPoint>
<Options></Options>

</KeyProviderServerLocation>

<Parameters>
<Parameter name="LicensablePartNumber" value=""*****xk*i /5
<Parameter name="OEMPartNumber" valug="**¥*¥*x*it /5
<Parameter name="OEMPONumber" value="******! /5
<Parameter name="ProductKeyldFrom" value="1234567890" />
<Parameter name="ProductKeyldTo" value="1234567890" />

<OEMOptionalinfo>

<Field>
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<Name>ZPC_MODEL_SKU</Name>
<Value>*****</Value>
</Field>
<Field>
<Name>ZMANUF_GEO_LOC</Name>
<Value>******< /\/glue>
</Field>
<Field>
<Name>ZPGM_ELIG_VAL</Name>
<Value>***xriist* g f\alye>
</Field>
<Field>
<Name>ZOEM_EXT_ID</Name>
<Value>*******< /\jg|ye>
</Field>
<Field>
<Name>ZCHANNEL_REL_ID</Name>
<Value>*******< /\/alue>
</Field>
<Field>
<Name>ZFRM_FACTOR_CL1</Name>
<Value>****</Value>
</Field>
<Field>
<Name>ZFRM_FACTOR_CL2</Name>
<Value>***</Value>

</Field>
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<Field>

</Field>

</OEMOptionalinfo>
<TrackingInfo>*******</TrackingInfo>
<SerialNumber>******< [SeriaINumber >
<BusinessID>***</BusinessID>
</Parameters>
</ServerBased>
<OutputData>
<AssembledBinaryFile>0OA3.bin</AssembledBinaryFile>
<ReportedXMLFile>OA3.xml</ReportedXMLFile>
</OutputData>

</OA3>

<Name>ZSCREEN_SIZE</Name>

<Value>****</Value>

<Field>
<Name>ZTOUCH_SCREEN</Name>
<Value>*****</\/glue>

</Field>

NOTES:

The red color text needs to be edited according to your real product info
For the <0EMOptionalinfo> node, the yellow background color fields are required, and
others are optional. You can refer to “Edit Optional Information” part for more details of

the values.
For the <BusinessiD> node, the value should be Business Id which can be found in the

Options -> Business setting.

For the <options> node, you can expand Hardware hash to 4000 characters in the new

version of OA3.0Tool, this is only for the test. (Details can be referred to the OA3.0

guide provided by Microsoft) <Options>
<HardwareHashVersion>1</HardwareHashVersion>
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<HardwareHashPadding>4000</Hardwar
eHashPadding> </Options>
o If user only give ProductKeyldFrom, then output key will be greater than or equal to
ProductKeyldFrom.
o If user only give ProductKeyldTo, then output key will be less than or equal to
ProductKeyldTo.
o If user give both ProductKeyldFrom and ProductKeyldTo, then output key will be
between the range of ProductKeyldFrom and ProductKeyldTo (including the edges).

2. Openacommand line window, navigate to the OA3Tool folder, and run the following command.

oa3tool.exe /Assemble /Configfile=oa3tool.cfg
3. If there are keys satisfying the parameter in your “oa3tool.cfg” file, the oldest one will be used.
The ‘OA3.bin’ file defined in configuration file will be generated.
4. Inject the key information contained in ‘OA3.bin’ into BIOS using your own injection tool.
Run the following command on product machine. oa3tool.exe /Report /Configfile=oa3tool.cfg
6. Key is changed status from “Consumed” to “Bound”.

b

5.8 KEY PROVIDER SERVICE
Description
This section explains the partner on how to configure the key provider service.

1. For the <EndPoint> node in above “oa3tool.cfg”, it is the port of key provider service. Please
modify the endpoint of oa3tool.cfg file as following.

2. Update the <endpoint> node in the server-based oa3tool.cfg; make the endpoint value same as
MDOS Key Provider service endpoint i.e. 9011 in step?2.

0A3»
<ServerBased>»

<KeyProviderServerlLocation>
<IPAddress»localhost</IPAddresss
<ProtocolSequencerncacn_ip tcp</ProtocolSequencer
<EndPoint>9811</EndPoint:
<Options/>»

</KeyProviderServerlLocation»

<Parameters>»

Note: MDOS SC Key provider service is not configurable (by default the end point of MDOS key
provider service is 9011). Therefore, users are only required to configure server-based oa3tool.cfg.
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SECTION 6. REPORTS

6.1CBR (COMPUTER BUILD REPORT)

Description:

A Computer Build Report (CBR) is a mandatory report that is sent to Microsoft notifying which
keys have been used (bound), so they can be activated. This report is required by Microsoft to
obtain the following details: OEM ID, Hardware Hash, Product Key ID, and Key State. Once the
CBR is submitted and validated, Product Key IDs will be registered in Microsoft’s activation
service, and Windows can be activated by the end user. The CBR process is manual unless you
are set up for auto reporting. The CBR is created by the OA3tool.exe that is used when
manufacturing every device. The CBR is created by running the oa3tool.exe /Report command
on the device being manufactured and will automatically submit that CBR to the MDOS SC
client for reporting to Microsoft.

The OA3tool.exe is available from Microsoft within the Automated Deployment Kit (ADK). To
script the OA3tool.exe on your manufacturing floor, in conjunction with the MDOS SC, please
download and review the following documents from Microsoft’s DOC website:

e OEM Activation 3.0 Overview Usage Guide.xps
e OEM Activation 3.0 WinClient Test Guidance Plan.xps

Computer Build Report (CBR) submits a usage report to Microsoft for keys that are in Bound
status. Once validated, keys will be activated for use.

6.1.1 CBR Submit by keys

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.
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—

8% Microsoft Digital Opera B O Bl % o client

MDOS SMART CLIENT

PBR Return To ULP Informatie

Q S A = 7 R 2 B O
m B & i R ¥ = & o) fi
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity EditOptionalInfo Update OHR = By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17 @ £
Environment
Total Fulflled Returned Activation Enabled

KEYS OVERVIEW Last 5 Transaction(s) Summary ew All Transactions (2
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initizted Submitted nprogress ACK Received Completed
W 5971 FULFILLED CBR [
- &
Initiated Submitted nprogress ACK Received Completed
6000 CBR [
KEYS A4 4
Initiated Submitted Inprogress ACK Received Completed
CBR =
e L A 4 s 4
Initiated Submitted Inprogress ACK Received =
PBR =
L 4 o o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuck in fulflled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
view Fulfilled Key 2 view Consumed Key [2 View Bound Key (2 View Exception(s) (2

© 2018 All Rights Reserved Internet Connection _yl|

3. Click on the button CBR By Keys as shown in below screen to see the list of keys which
are in “Bound” status in smart client.
4. Select the keys you want to submit the CBR to MS for. Click Submit to report.
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10tal rumiea Kewmea Acuvauon tnapiea
CBR BY KEY
& Search
Key Type v ymbe. m D
PBR Binding Status v I bl Reset
Store Products Binding Status v mbe
O | Keyld T Product Key T Status T Key Type T [ licensable Part Number MS Product Key 1D
2033211 J0000GX00C00BO0CN Bound Service KI7-00001 3258631581587
[1 2033212 XK KHXXLXHKKK I Bound Service KI7-00001 3258621581588
[1 2033213 KUK HUKHRHXHNK-XKHOK Bound Service KI7-00001 3258631581588
[ 2033214 XXX HLKHKHKARKEK Bound Service KI7-00001 3258631581589
[ 2033215 KUK HUKHRHXHNK-XKHOK Bound Service KI7-00001 3258631581589
[ 2033216 XXX HLKHKHKARKEK Bound Service KI7-00001 3258631581550
[ 2033219 000K HOEHHNKHXHK Bound standard KI7-00001 3258631581591
[1 2033220 JOOOOK-XXOOEKHKK KKK Bound Standard KI7-00001 3258631581592
[1 2033221 2000KKXH0OE O KXHNKHXHK Bound standard KI7-00001 3258631581592
[1 2033222 000K KKK Bound Standard KI7-00001 3258631581593

[HEIETE e ol T e

Reset

Page Size

5. Once the FFKI partner clicks on the Submit button, a confirmation window will pop up to
confirm your Key Request. Click CONFIRM.

Total Fulfilled Returned Activation Enabled
CBR BY KEY
a Search
Key Type v
PER Binding Status v

Store Products Binding Status v Confirm CBR Keys.

(@) Are you sure you want to cantinue 7

L VL) T T ¥ i ke ¥

| 2033211 OUUK-XH00K- XK RHHHOHHK Bound KJ7-00001 3258631581587
2033212 00K KXR- XXX XA KKK Bound @ CANCEL CONFIRM KI7-00001 3258631581588
2033213 OOOKX-XH00EHHO0KHHOHOHKHK Bound Service KJ7-00001 3258631581588
2033214 00K KXR- XXX XA KKK Bound service KI7-00001 3258631581589
2033215 OOOKX-XH00EHHO0KHHOHOHKHK Bound Service KJ7-00001 3258631581589
2023216 XXHHK-KXXAH- XXX XK KX XXKHK Bound Service KI7-00001 3258631581590
2033219 OOOKX-XH00EHHOKHHOHHKHK Bound Standard KJ7-00001 3258631581591
2033220 XXHHK-KXXAH- XXX XK KX XXKHK Bound Standard KI7-00001 3258631581592
2033221 OO0KH-KH0KHHHKRKHHHAKRKHK Bound Standard KJ7-00001 3258631581592
2033222 XXHHK-KXXAH- XXX XK KX XXKHK Bound Standard KI7-00001 3258631581593

[T] 2 - Jliba] ] | paee] 1 of 16 Rl Reset m
Page Size

6. Once the CBR has been submitted, a “Key Submitted Successfully” message will briefly
pop up in the green highlighted banner.
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[} Keys Submitted Successfully...!!! X
CBR BY KEY
4 Search
ey Type ¥ | | call off Reference tumber 0EM Part Nub P t Key 1D
PBR Binding Status v o UMBER ’ e uct Key ID T Reset
Store products Binding Status ¥ | [ w5 order sumber 1 um m
Key Id Y| Product Key | Status T | Key Type Y | Licensable Part Number MS Product Key ID
[ 2033212 XHRKKXHXHKKRKNRHRHXK-HXKKK Bound Service KI7-00001 3258631561588
[ 2033213 HKRKK-XXKNK KX KKK KK XK-XKXNKK Bound Service KI7-00001 3258631581588
[] 2033214 HOKKKXHXHRHKKNRH KKK X XXK Bound Service K17-00001 3258631581589
[ 2033215 XHXKK-XXKKKKXKKR KKK XK-XXXNK Bound Service K17-00001 3258631581589
[] 2033216 HORKKXHXHRHKKHRHKKHK-XXXNK Bound Service KI7-00001 3258631581590
[ 2033219 XHKXKK-XXKKKKXKXKKKKXK-X XXX Bound standard KI7-00001 3258631581591
[ 2033220 HORKKXHXHRHKKHRHKKHK-XXXNK Bound Standard KI7-00001 3258631581592
[ 2033221 OOXXHNH-XHXXXAHHNX XXX Bound Standard Ki7-00001 3258631581592
[ 2033222 XKL XXX HKKXK-XXXNK Bound Standard KI7-00001 3258631581593
[] 2033223 XHRKKXHXHLARXKAHXHKKHXKK Bound Standard KI7-00001 3258631581593
[T 2T Lo Lol | was[c Jorie]  [a0s Reset .

2017 All Rights Reserved

7. If the CBR has been not been submitted, a “Key Submitted Unsuccessfully” message will

briefly pop up in the red highlighted banner.

Froauce inrormation
Keys Count
FFKI_FFKI_Test_Aamir_Microsoft Agreement S000043726W 79500 79335 0 o ez
@ Environment
Total Fulfilled Returned Activation Enabled

[ Keys Submitted Unsuccessful...!!! X

CBR BY KEY

 Search

Key Id T [ Product Key Key Type T Licensable Part Number MS Product Key ID

[ 2033212 XKKH KKK K- XEKKX-JOOKKK-XH00K Bound service K17-00001 3258631581588
[] 2033213 XK HXK KKK KKK -XHHOK Bound Service 17-00001 3258631581588
[ 2033214 XK KU KKK KK-XKKKX-JOKKX-XHO00K Bound service K17-00001 3258621581589
[] 2033216 XOKKX KKK KK -XXKKX- XXKKK-XHKK Bound Service KI7-00001 3258631581590
[ 2033219 XXKKH KKK KK-KKKXX- KXXKX XK Bound standard £17-00001 3258631581591
[ 2033220 KX KXX KK - XXX XK KR XHO00K Bound standard K17-00001 3258631581592
[1 2033221 XXX XK - XK -XXKNX Bound standard K17-00001 3258631581592
[ 2033222 KKK KKX KK -XKKXX- XXX KK-XHK Bound standard K17-00001 3258631581593
[] 2033223 XAKKHOXKHX-KIXH- XK -XHHK Bound standard £17-00001 3258631581593
[ 2033224 KKK KKX KK -XKKXX- XXX KK-XHK Bound standard K17-00001 3258631582338

T e Jalal v %] |iom

Page Size

Reset

2017 All Rig

6.1.2 CBR Submit by quantity

Step-by-Step:
1. Log into Smart Client using FFKI partner account credentials.
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PBR Return To ULP Information

Page

Q6 & & B B & @ 4L ¢ EQ ¥ N)
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity = ByKeys  ByQuantity Edit Optionalinfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFK|_sagnik fiki_Microsoft Agresment 5200003543 W' 6000 5971 i 17 @ Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary ew A
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND p— — N
W 5571 FULFILLED CBR 2
- &
Initiated Submitted ACK Receive C ete
6000 CER 2
KEYS - ~
Initiated Submitted Inprogress ACK Received
CBR =
~ b b
Initizted Submitted Inprogress C
PBR £}
L L 4 b A
NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key @ Exception @

CBR submitted without OHR
information

o KXeys stuck in consumed status o

View Consumed Key 2

@ Keys stuck in fulfiled status @

Ulfilled Key (2

w Bound Key (2

2018 All Right

Daily number of MDOS services
failed connection(s) for today

w Exception(s) [

Internet Connection _y|

Click on the button CBR by Quantity as shown in below screen.
Enter the quantity of keys to be Reported.
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Keys Count
FFKI_FFKI_Test_Aamir_Microsoft Agreement S000043726% 79500 79335 © o oy
= Environment
Total Fulfilled Returned Activation Enabled
CBR BY QUANTITY
Key Type Licensable Part Number OEM Part Number OEM PO Number Available Keys Quantity
‘ Standard KI7-00001 W10-46622-50000 126 o]
‘Stanﬂard KI7-00001 W10-46622-500001 5 o]
‘ service KI7-00001 W10-46622-50000 3 p—]
CICTMdl] | vels [ Reset

© 2017 All Rights Reserved

NOTE: Please make sure to enter the quantity less than or equal to available keys or the below
error will appear.

Keys Count
FFKI_FFK_Test_Aamir_Microsoft Agreement S000043726% 79500 79335 C 0 PROD
o = Environment
Total Fulfilled Returned Activation Enabled
CBR BY QUANTITY
Key Type Licensable Part Number OEM Part Number OEM PO Number Available Keys Quantity
‘ Standard KI7-00001 W10-46622-50000 Quantity can not be greater than no. of Available keys [|EE ]
‘Stanﬂard KI7-00001 W10-46622-500001 5 o]
‘ service KI7-00001 W10-46622-50000 3 o]
o T st

© 2017 All Rights Reserved

5. Once the FFKI partner clicks on the Submit button, a confirmation window will pop up to
confirm your Key Request. Click CONFIRM.
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Keys Count
FFKI_FFKI_Test_Aamir_Micresoft Agreemen 79500 79335 z o L
(= Environment
Total Fulfilled Returned Activation Enabled
CBR BY QUANTITY
reympe  Lcensable par Number OEM Part Nunber OEM PO Number el bl eye R
Standard KJ7-00001 LA ee oD snnon 146 1
Confirm CBR Key
Service KJ7-00001 4 0
(@) Are you sure you want to continue ?
(% CANCEL CONFIRM

© 2017 All Rights Reserved

6. Once the CBR has been submitted, a “Key Submitted Successfully” message will briefly
pop up in the green highlighted banner.

Keys Lount
FFKI_FFKI_Test_Aamir_Microsoft Agreement 5000043726W 79500 79335 0 o Loz
l# Environment
Total Fulfilled Returned Activation Enabled

[ Keys Submitted Successfully...!1! X
CBR BY QUANTITY

Key Type Licensable Part Number OEM Part Number OEM PO Number Available Keys Quantity

Standard KI7-00001 W10-46622-50000 15 o

Standard KI7-00001 W10-46622-500001 5 o]
Service KI7-00001 W10-46622-50000 4 o

MO =) =

© 2017 All Rights Reserved

6.2PBR (PRODUCT BINDING REPORT)
Description:
Binding keys is the process of binding service keys (such as Office 365) with Windows keys (such

as Windows 10 OS). The process includes creating a link between the Digital Product Key (DPK)

and the Service PIN, so the bound service products will be available to the end user once
activated.
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There are two approaches to binding content to the Windows Digital Product Keys (DPK’s), one
for the Office 365 suite, called Activation for Office Late Binding, and the ability to bind
Microsoft Online Store products to a Windows DPK called Dynamic Store Bundling. OEMs may
buy additional products and services from Microsoft and bind these to their Windows key(s) via
their licensing agreement with Microsoft. To configure additional products for use within
MDOS and MDOS SC, please contact your OEM Account Manager. Currently there are a variety
of office products available to bind to the Windows keys and in the future additional store
products may be available, including XBOX Live, credits to Microsoft Store, Games and more.

The Product Bind Report (PBR) is the report that is generated after keys are bound. The
reporting process is seamless as it is created in the background after binding occurs. Once you
complete a specific bundle configuration, the PBR will automatically be sent to Microsoft for
recording and billing.

Example:

ABC OEM wants to attach Office 365 to its Windows 10 devices that they will be selling during
their holiday promotion. ABC OEM will add Office 365 to the devices once they are in transit.
First the OEM must order and fulfill the Office 365 products to their MDOS Cloud. The OEM will
then transfer those Office 365 product keys to their Down Level Partner, so they are available
to bind to the Windows keys. The OEM will go to MDOS SC and select PBR By Keys or By
Quantity from the MSC Dashboard options. Next the OEM will select the Windows key and the
services key to bind. Once the keys are bound, a “Key(s) bound successfully” message confirms
the service is attached. The Product Bind Report (PBR) is automatically generated after keys are
bound and the report is submitted to Microsoft for processing.

Tip Tool: Bind service keys (such as Office 365) with Windows keys (such as Windows 10 OS)
and report information back to Microsoft.

6.2.1 Bind keys by keys

Tip Tool: Bind service keys (such as Office 365) with Windows keys (such as Windows 10 OS) by
product key.

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.
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285 Microsoft Digital Operations Services Smart Client

m Microsoft
[T PBR Revert Return To ULP Information Page
Q S 0O E N
E B & i R ¥ =
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17 @ Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND p— — .
W 5971 FULFILLED CBR 2
- &
Initiated Submitted
6000 CBR =
KEYS & L
Initiated Submitted Inprogress
CBR =
L4 4 b h
Initiated Submitted Inprogress ACK Received
PBR =
L 4 o o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuck in fulfiled status o Keys stuck in consumed status @ CBR submited without OFR o Dty rumber o MDD ol
View Fulfilled Key (2 View Consumed Key (2 View Bound Key (£ View Exception(s) (£

Internet Connection

3. Select By Keys under PBR.
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Online Return To ULP Information 0A 3.0 Tool

Q . ) B ‘
B & B [ e P ¥ E 1 =0 f
Search GetKeys  ByKeys  ByQuantity | ByKeys By Quantity Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity FEditOptionalinfo Update OHR = ByKeys By Quantity Import Refresh

4. Select the Window key and Service key and Store product
The applicable combinations are:

One Bundle can be:
e One windows key + one service key

e One windows key + one/multiple store products
e One windows + one service key + one/multiple store products

Online CBR PBR Revert Return To ULP information OA 3.0 Tool Page
Q Z e
] & B & A 4 & & =9 f
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByOQuantity  ByKeys  ByQuantity EditOptionalInfo Update OHR = ByKeys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17 @ £
Environment
Total Fulflled Returned Activation Enabled
—SERVICE ——STORE PRODUC

MSFTProductkeyld OEMPartNumber OEMPONumber | Bundle Status MSFTProductKeyid | LicensablePartNumber| OEMPONumber PartNumber | PartDescription

3258631316865 W10-46583-20000 Not Bundled [] 3258708017362 LDS-00001 M1065-88Y201505 AAAG6541  PQRefresh PTK DSE 1
[ 3258631316867 W10-46583-20000 Not Bundled 3258708017363 LD9-00001 M1065-88Y201509 [] AAA-B6942  PQRefresh PTK DSB 2
[ 3258631316868 W10-46583-20000 Not Bundled [ 3258708017364  LD3-00001 M1065-88Y201505 [] AAA-66343 | OEPQRefresh PTK DSB 3
[ 3258631316869 W10-46583-20000 Not Bundled [ 3258708017365  LDS-00001 M1065-8BY201509 [] AAA-B6944  PQRefresh PTK DSB 4
[] 3258631316870 W10-46583-20000 Not Bundled [] 3258708017366  LD3-00001 M1065-88Y201509 [] AAA-B6945  PQRefresh PTK DSB 5
[ 2258631316871 W10-46583-20000 Not Bundled [] 3258708017367  LD3-00001 M1065-88Y201509 [] AAA-B6946  PQRefresh PTK DSB 7
[ 3258631316872 Not Bundled [] 3258708017368  LD3-00001 M1065-B8Y201509 [] AAA-66947 PQRefresh PTK DSB 8
[ 3258631316873 W10-46583-20000 Not Bundled [] 3258708017369 LD3-00001 M1065-88Y201509 [] AAA-B6948  PQRefresh PTK DSB 9
[ 3258631316874 W10-46583-20000 Not Bundled [] 3258708017370  LD3-00001 M1065-88Y201509 [] AAA-B6945 | PQRefresh PTK DSB 10
[] 2258631316875 W10-46583-20000 Not Bundled [] 3258708017371 LD3-00001 M1065-88Y201509 [] AAA-56950 PQRefresh PTK DSE 11

O o] Toe) [ e[ Jorsm) SR e [ e[z Jorsm| [EEEEERR el o

© oo s

Internet Connection

5. Click on create bundle option. Once bundle is created, it will show in the table against
the part number.

Clear Button: It will clear the created bundled.

6. After creating the bundles, click on save bundle button.
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Online CBR PBR Revert Return To ULP information )A 3.0 Tool Page
Q < g EQ O
] B B 6 & A E
Search GetKeys  ByKeys By Quantity By Keys By Quantity Import PBR ByKeys  ByQuant ByKeys  ByQuantity Edit Optional Info  Update OHR By Keys By Quantity Import Refresh
MSFTProductKeyld| OEMPartNumber’ OEMPONumbs Bundle Status MSFTProductKeyld LicensablePartNumber OEMPONumber PartNumber | PartDescription
/| 3258631316366 W10-46583-20000 Not Bundled [] 3258708017362 LD5-00001 M1065-BBY201509 [] AAA-66941 @ PQRefresh PTK DSB 1
[] 3252621316867 W10-46582-20000 Not Bundled ~ 3258708017363 LDS-00001 M1065-BBY201509 [] AAA-66942 PQRefresh PTK DSB8 2
[] 3258631316868 W10-46583-20000 Not Bundled [] 3258708017364 LDS-00001 M1065-BBY201509 [] AAA-56943 OEPQRefresh PTK DSB 3
[] 3258631316869 W10-46583-20000 Not Bundled [] 3258708017365 LDS-00001 M1065-BBY201509 [] AAA-56944 PQRefresh PTK DSB 4
[ 3258631316870 W10-46583-20000 Not Bundled [] 3258708017366 LDS-00001 M1065-BBY201509 ] AAA-66945 | PQRefresh PTK DSB 5
[] 3258631316871 W10-46583-20000 Not Bundled [] 3258708017367 LDS-00001 M1065-BBY201509 [] AAA-66946 PQRefresh PTK DSB 7
[] 3258631316872 W10-46583-20000 Not Bundled [] 3258708017368 LD3S-00001 M1063-BBY201509 [] AAA-66947 | PQRefresh PTK DSB 8
[] 3258631316873 W10-46583-20000 Not Bundled [] 3258708017363 LD5-00001 M1065-BBY201509 [] AAA-66948 PQRefresh PTK DSE 3
[] 3258631316874 W10-46583-20000 Not Bundled [] 3258708017370 LD3-00001 M1065-BBY201509 [] AAA-56543 ' PQRefresh PTK D38 10
[] 3258631316875 W10-46583-20000 Not Bundled [] 3258708017371 LDS-00001 M1065-BBY201509 [] AAA-56950 PQRefresh PTK DSB 11
[Tl T el | e[ Jets0) R m | e [EEEEE I T o

HE=eiats

Windows Keys Service Keys Part Number Action

3136275 3185329 AMA-56541
KJ7-00001 LD3-00001 .@

W10-46583-20000
Remove Al | [ save Bundle |

Return To ULP OA 3.0 Tool Page

Q B E f < 0 Ly z EJ B N)
search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PER Bykeys  ByQuantity = ByKeys  ByQuantity EditOptionalnfo Update OHR = ByKeys By Quantity Import Refresh
MSFTProductkeyid| OEMPartNumber| OEMPONumber | Bundle Status MSFTProductkeyid| LicensableParthumber| OEMPONumber PartNumber_ PartDescription
| 3258631316866 W10-46583-20000 Not Bundled [ 3258708017362 | LDS-00001 M1065-BBY201503 [] AAA-66341 | PQRefresh PTK DSB 1
[ 3258631316867 W10-46583-20000 Not Bundled 7 3258708017363  LDS-00001 M1065-BBY201509 [] AAA-B6942 PQRefresh PTK DSB 2
[ 3258631316868 W10-46583-20000 Not Bundled [ 3258708017364 | LDS-00001 M1065-BBY201503 [] AAA-66343 | OEPQRefresh PTK DSB 3
[ 3258631316869 W10-46583-20000 Not Bundled [ 3258708017365  LDS-00001 M1065-BBY201509 [] AAA-B6944  PQRefresh PTK DSB 4
[ 3258631316870 W10-46583-20000 Not Bundled O Confirm PR By Keys -BBY201509 [] AAA-66945 | PQRefresh PTK DSBS
[ 3258631316871 W10-46583-20000 Not Bundled [ -BBY201509 [] AAA-B6946  PQRefresh PTK DSB 7
[ 3258631316872 | w10-46583-20000] Not Bundled [ 5-BBY201509 [] AAA-66947 | PQRefresh PTK DSB8
(@) Are you sure you want to save the bundle?
[ 3258631316873 W10-46583-20000 Not Bundled [ 5-BBY201509 [] AAA-B6948  PQRefresh PTK DSBS
[ 3258631316874 W10-46583-20000 | Not Bundled [ 5-BBY201509 [] AAA-66949 | PQRefresh PTK DSB 10
[] 3258631316875 W10-46583-20000 Not Bundled [ ® cance B CONFIRM | & gav201509 [] AAA-66950 PQRefresh PTK DSB 11
[ o] | e o5 | [0 [OEEEE o] Tre[r o] |momms [OEET e T v

Windows Keys. Service Keys Part Number

3136275 3185329 AAA-56941
KJ7-00001 LDS-00001 ﬁ
W10-46583-20000

8. Once the keys are Bundled, a “Bundled Successfully” message will briefly pop up in the
green highlighted banner.

103



MDOS Smart Client User Manual

Online CBR PBR Revert Return To ULP Information 0A 3.0 Tool Page

N
Q B E fh & @ 4L & z B e N
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 v 17 B e
Environment
Total Fulfilled Returned Activation Enabled
[ Bundled Successful ! X
[~ WINDOWS [ SERVICE [~ STORE PRODUC

MSFTProductKeyld OEMPartNumber| OEMPONumber | Bundle Status MSFTProductkeyld| LicensablePartNumber OEMPONumber PartNumber| PartDescription

[] 2258631216866 W10-46583-20000 Bundled [] 2258708017362  LDS-00001 M1065-BBY201509 [] AAA-66941 PQRefresh PTK DSB 1
[[] 3258631316867 W10-46583-20000 Not Bundled [] 3258708017364  LDS-00001 M1065-BBY201509 [] AAA-66942 PQRefresh PTK DSB 2
[] 2258631316868 W10-46583-20000 Not Bundled [] 2258708017365  LDS-00001 M1065-BBY201509 [] AAA-66943 OEPQRefresh PTK DSE 3
[] 3258631316869 W10-46583-20000 Not Bundled [ 3258708017366  LDS-00001 M1065-BBY201509 [] AAA-66944 PQRefresh PTK DSB 4
[] 3258631316870 W10-46583-20000 Not Bundled [] 3258708017367  LDS-00001 M1065-BBY201509 [] AAA-66545 PQRefresh PTK DSB 5
[] 3258631316871 W10-46583-20000 Not Bundled [ 3258708017368  LDS-00001 M1065-BBY201509 [] AAA-66946 PQRefresh PTK DSB 7
[] 3258631316872 W10-46583-20000 Not Bundled [] 3258708017369  LDS-00001 M1065-BBY201509 [] AAA-66547 PQRefresh PTK DSB8
[ 3258631316873 W10-46583-20000 Not Bundled [ 3258708017370  LDS-00001 M1065-BBY201509 [] AAA-66948 PQRefresh PTK DSB 9
[ 3258631316874 W10-46583-20000 Not Bundled [] 3258708017371  LDS-00001 M1065-88Y201509 [J AAA-66949 PQRefresh PTK DSB 10
[ 3258631316875 W10-46583-20000 Not Bundled [ 3258708017372  LDS-00001 M1065-BBY201509 [] AAA-66950 PQRefresh PTK DSB 11

0] [T e Tl | e

EICTET = e T T veee EEE TR T e

Interet Connection _

6.2.2 Bind keys by quantity

Tip Tool: Bind service keys (such as Office 365) with Windows keys (such as Windows 10 OS) by
quantity.

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.

—n

Microsoft Digital Opera B MO art Client

MDOS SMART CLIENT

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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m Microsoft

[T PBR Revert Return To ULP Page
Q S 0O E N
m E (] = L
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17

¥ Environment

Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW

Last 5 Transaction(s) Summary
W 17 ACTIVATION ENABLED

12 NOTIFIED BOUND

Initiated Submitted C
W 5971 FULFILLED CBR 2
~ -
Initiated Submitted
6000 CBR =
KEYS L4 -
Submitted Inprogress
CBR =
L4 4 A 4 h
Initiated Submitted Inprogress
PBR 2
L 4 4 o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception )
@ Keys stuck in fulfiled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
View Fulfilled Key (2 View Consumed Key (2 y 2 View Exception(s) (£

Internet Connection

Online

Q B

Search GetKeys  ByKeys By Quantity

El n]

By Keys By Quantity Import PBR

OA 2.0 Tool

Return To ULP information
+.

S @O oA B ¢ B B O

ByKeys  ByQuantity = ByKeys  ByQuantity EditOptionalinfo  Update OHR By Keys By Quantity Import Refresh

4. Groups of window key can be mapped with group of service key and a list of Store
products.

PartNo: KJ7-00001
PO No.: Service Key
OEM PO.No:
W10-46623-72000
QrTy: 29505
Store Products
8] =]
AAT-70438 AAT-70440 AAT-70442
Halo: Spartan Halo: 55 PTK Ori and the Blind
Assault PTK Forest: Definitive
Edition PTK
R T e ™ o o
|7‘ ‘7”_”7‘ ‘7| | AAT.TNANG AAT-7NASN

0+ CREATE BUNDLE

WINDOWS KEYS SERVICE KEYS PART NUMBER QUANTITY DELETE ROW.

KJ7-00001 KJ7-00001 AAT-70438
W10-46622-50000 KJ7-00001 ags| @

O CLEAR [) SAVE BUNDLE

5. Enter the quantity of keys to bind for each key selected.
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6. Click on create bundle option. Once bundle is created, it will show in the table against
the part number.

Clear Button: It will clear the created bundled.
7. After creating the bundles, click on save bundle button.

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

[m] [
PartNo: KJ7-00001 PartNo: KJ7-00001
PO No.: PO No.: Service Key
OEM PO.No: OEM PO.No:
W10-46623-72000 W10-46622-50000 v
QTy: 29505 arv: 43825 KkJ7-00001
amy:1
Store Products
[ Confirm PBR by Quantity
O O O
N o conti o AAT-70438 AAT-70440 AAT-70442
(@) [rcyou sure youwant fo continue with save Halo: Spartan Halo: 55 PTK Ori and the Blind
pbr Quantity ?
Assault PTK Forest: Definitive
Edition PTK

@ cANCEL CONFIRM

T 0] | P F m] O
Tannne .
WINDOWS KEVS SERVICE KEYS PART NUMBER QUANTITY DELETE ROW
KI7-00001 KI7-00001 AAT-70438
W10-46622-50000 KI7-00001 485

O CLEaR [€) SAVE BUNDLE

© 2017 All Rights Reserved

9. Once the keys are Bundled, a “Bundled Successfully” message will briefly pop up in the
green highlighted banner.
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FFKI_FFIOL_Teit_Aaenic Micronaft Agreement S000043726W T9500 79335 o (1] PROD
i Errvironment
Total Fulfiled Returned Activation Enabled
[ Bundied Successfully 1111 x
WINDOWS KEY SERVICE AND PRODUCT KEY
PartNo: KI7-00001 Partho: KI7-00001
PO No.: PO N Service Key
OEM PO.No: OEM PO.No:
WI0-46623.72000 W10-46622-50000
TY: 29505 ary: 49825 KI7-00001
an:l
Store Products
AAT-T0438 AAT-70440 AAT-T0442
Halo: Spartan Halo: 5 PTK Ori and the Blind
Assault PTK Forest: Definitive
Edition PTK
1 Fage of 1
AnT IS s

£ CREATE BUNDLE

o

© 2017 AN Rights Reserved

6.2.3 Import PBR
Tip tool: Import PBR feature allows partners to bind windows keys with service
keys/store products available in their inventory using a file from local disk.

Step-by-Step:
1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera B M@ art Client

e 08

MDOS SMART CLIENT

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.

107



MDOS Smart Client User Manual

285 Microsoft Digital Operations Services Smart Client

m Microsoft

[T PBR Revert Return To ULP Information e Page

Q S 0O E E B O
m E B & T ¢ = 0 4
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17

¥ Environment

Total Fulfilled Returned Activation Enabled

KEYS OVERVIEW

Last 5 Transaction(s) Summary
W 17 ACTIVATION ENABLED

12 NOTIFIED BOUND

Initiated Submitted p
W 5971 FULFILLED CBR It
~ -
Submitted r Co
6000 CBR =
KEYS L4 -
Initiated Submitted Inprogress
CBR =
L4 4 A 4 h
Initiated Submitted Inprogress
PBR 2
L 4 4 o
NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key ® Exception @
CBR submitted without OHR Daily number of MDOS services
@ Keys stuckin fulflled status o Keys stuck in consumed status @ (R o o bl

view Fulfilled Key £ View Consumed Key £

y 2 View Exception(s) (£

Internet Connection

Online

Return To ULP. Information OA 2.0 Tool

S A E EQ
Q B < L EE =0
Search Getkeys  ByKeys By Quantity By Quantity __Import PER ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalinfo Update OHR = ByKeys By Quantity Import Refresh
Online CBR PER Revert Return To ULP information Page
Q s 0O E EQ N
] & B & e ¢ =
Search Getkeys  ByKeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalinfo Update OHR = ByKeys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fiki_Microsoft Agreement 5200003543 W 6000 5971 g 17 @ Environment
Total Fulfilled Returned Activation Enabled

. Download Template

No Data Found!
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5. Once the template is downloaded , you can check the format in which key details need

to be entered.

= K cut Calibri - KN S == #-  EfWepTet a General -
BE] Copy ~ — —

Pa'ste % Format Painter I U - = = = | e 3= Merge&Center - Protect $ - 9% + %00
Clipboard [ Font [P Alignment I Protection Number ]

17 &7 J

A B C D E F G H

1 |Windows Product Key ID Service Product Key ID  Store Part Number

2

3

4

5

To import the PBR data from file, click on browse button from import PBR section.

Online cBR PBR Revert Return To ULP information OA 3.0Tool
{ ¥ 7 N
Q f @ 2 E 2 < A & & z Ed  EW
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PER ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalInfo Update OHR = By Keys By Quantity import
Keys Count
FFKI_sagnik fli_Microsoft Agreement 5200003543 W o Sl © =
Total Fulfilled Returned Activation Enabled

PBR Import : | choose PER File to Import

py——

Clear Button: It will clear the selection.

Conditional
Farmatting =

TEST
2 Environment

7. Select the file from your local system and click open.

search GetKeys  ByKeys By Quantity By Keys By Quantity

FFKI_FFKi_cloud8_Microsoft Agreement 5200008754 W'

[} Please choose CSV file to process the PBR Import

PBR Import : | choose PBR File ta Import

&

Import PBR ByKeys  ByQuantity = ByKeys By Quantity

Keus Count

Edit Optienal Info

Update OHR

N

By Keys By Quantity Import Refresh

£ Open
A & > ThisPC > Local Disk () >

Organize +  New folder

I I A Name

Date modified

Search Local Disk

Type

x PROD

(D € Environment

¢l OneDrive 62 New Text Document.csv
£ PBR_CSV.csv

Microsaft Excel Cu.

Microsoft Excel C.,

[ ThisPC
B 30 Objects
I Desktop
[£] Documents
4 Downloads
b Music
=] Pictures
B Videos
5 Local Disk (C:)
= Local Disk (D) v

File name:

v‘ Excel Files (*.csv)

) ~

Cancel

alll

Internet Connection
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8. After selecting PBR import file, PBR import operation will start and you will receive
notification once the import operation is completed.

203 Microsoft Digital Operations Services Smart Client

m Microsoft

e e L w e eeew ] e ] e o]
Q6 8 @ & F 6 & O L & B 2 B =B OB O

Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity  ByKeys  ByQuantity EditOptionalinfo Update OHR = By Keys By Quantity Import Refresh
Keys Count
PROD
FFKI_FFKi_cloud8_Microsoft Agreement 5200008754 W gzas 3 o g @ i
Environment
Total Fulfilled Returned Activation Enabled
[} we are processing your PER Import request. The system will notify you the PBR import status. X
PBR Import : p:\New Text Document.csv X Download Template
Windows Product Key ID Service Product Key ID Store Part Number Status.
900694000002025 AAT-70449,AAA-66922,AAA-66925,AAA-66929,AAT-01187, AAA-... 900694000002025 Window key ID does not belong to the selected business/is Already Bundled
900694000001325 90102003412503 900694000001325 Window key ID does not beleng to the selected business/is Already Bundled
900694000001326 90102003412504 900694000001326 Window key ID does not belong to the selected business/is Already Bundled
900694000001327 90102003412505 900694000001327 Window key ID does not belong to the selected business/is Already Bundled
900694000001328 90102003412506 900694000001328 Window key ID does not belong to the selected business/is Already Bundled
[ 5 3 [
900694000001327 was not successful while Bundling, Reason - S00634000001327 Window key 1D does not belong to the selected business/is Already Bundled o

900694000001328 was not successful while Bundling, Reason : 900694000001328 Window key 1D does not belong to the selected business/is Already Bundled
500634000001329 was not successful while Bundling, Reason - 500694000001325 Window key 1D does not belong to the selected business/is Already Bundled

900694000001330 was not successful while Bundling, Reason : 900694000001330 Window key ID dogs not belong to the selected business/is Already Bundled

We are rolling back the 1 batch data as we found error while validating PBR Data in database.

= Completed Batch 1 of 1 process in database

R Import completed. 1 out of 1 PBR batches was not successfully processed in databa

Internet Connection _]|

9. Once the PBRis imported, you will see the notification message for successful PBR
import.

¥ Date Message
@ 8/20/2018 3:14:56 PM Local Batch 1 containing 7 PBR data was not successfully imported.
® 8/20/2018 3:14:24 PM Local Batch 1 containing 7 PBR data was not successfully imported. jur mo
O] 8/20/2018 5:03:21 AM Local 6 Keys stuck in FulFilled status
8/18/2018 4:13:15 PM Local 6store products downloaded successfully
O] 8/18/2018 9:24:338 AM Local 6 Keys stuck in FulFilled status - n

E Show All

6.3UPDATE OHR (OEM HARDWARE REPORT)

Description:

The OEM Hardware Report (OHR) generally follows the Computer Build Report (CBR) and
includes additional hardware data required by Microsoft, such as model number, screen size,
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touch screen. Contrary to the name, the OHR is not optional, but is now required by Microsoft.
Please refer to your agreement for details.

Tip Tool OEM Hardware Reporting (OHR) is a required by Microsoft for all injected Windows
keys.

Step-by-step:

1. Loginto Smart Client using FFKI partner account credentials.

8% Microsoft Digital Opera B M [0 5 art Client

2. FFKI Partner will see the below Dashboard screen after logging into the Smart Client.
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285 Microsoft Digital Operations Services Smart Client

B Microsoft
Online PBR Revert Return To ULP Information Page
Q S 0O E B N
] E B S L & =
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_sagnik fki_Microsoft Agreement 5200003543 W 6000 5971 g 17 @ Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary View A
W 17 ACTIVATION ENABLED
12 NOTIFIED BOUND Initizted Submitted nprogre ACK Receive Complete
W 5971 FULFILLED CBR [2
3 "4
Initiates Submitted A e ete
6000 CBR [2
KEYS o ~
Initiated Submitted nprogress Completed
CBR [
~ 2 4 L 4 A A
Initiated Submitted
PBR 2]
- 2 4 L 4 o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuck in fulflled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
view Fulfilled Key 2 View Consumed Key 2 View Bound Key (2 View Exception(s) (2

2018 All Rights Internet Connection

3. After clicking the “DashBoard” button, FFKI partner clicks on the Update OHR Button as
shown in the below screen.

203 Microsoft Digital Operations Services Smart Client

B Microsoft

Return To ULP. Information

[ e el
B ® 6 <& A

Q & e P ¢ N
Search  GetKeys  ByKeys By Quantity ByKeys  ByQuantity StoreProduct  ByKeys By Quantity ByKeys  ByQuantity | EditOptionallnfo  UpdateOHR | ByKeys By Quantity Import Refresh

4. After clicking Update OHR, the below screen will appear indicating a list of keys that
require an OHR update.

UPDATE OEM HARDWARE REPORT (OHR) DETAILS
 Search

MS Fulfiled date

Reset

O | Product Key ID Key Type (0 Product Key Licensable Name

[] 2033212 Service Bound XUXXX-XXXAK-XXXKK-XXXXK-X WINHMENTTBLT 2N1 10 OLCOA3
|\-II‘ 2033213 Service Bound XRXXK-XXOKXOOOK-XKXXX-X WINHMENTTBLT2N1100LCOA3
[] 2033214 Service Bound XXXXX-XXXXK-XXXKX-XXXXK-X WINHMENTTBLT 2N1 10 OLCOA3
(] 2033216 Service Bound XXX XXOOK-XHKK-XXXXX-X WINHMENTTBLT 2N1 10 OLCOA3
[] 2033220 Standard Bound XXXXX-XXXXK-XXXKX-XXXXK-X WINHMENTTBLT 2N1 10 OLCOA3
(] 2033221 Standard Bound XXX XOOOCKXO00C-XXXXX-X WINHMENTTBLT2N1100LCOA3
[] 2033222 Standard Bound XUXXX-XXXXK-XXXKX-XXXKK-X WINHMENTTBLT 2N1 10 OLCOA3
(] 2033223 Standard Bound JORXXK-XOOCKXO0O-XXXXX-X WINHMENTTBLT2N1100LCOA3
[] 2033224 Standard Bound XUXXX-XXXXK-XXXKX-XXXKK-X WINHMENTTBLT 2N1 10 OLCOA3
[1 2033225 Standard Bound JORXXK-XOOCKXO0O-XXXXX-X WINHMENTTBLT2N1100LCOA3

[ T+

112



MDOS Smart Client User Manual

5. Partner can select the keys whose OHR data they want to update. After entering the

OHR information, click on SAVE button.

MS Fulfiled date

O | MS Product Key
|4 | 3258631582349
3258631582350
3258631582350
3258631582351
3258631582351
3258631582352
3258631582352
3258631582353
3258631582353
3258631582354

MS Product Key

2033247
2033248
2033249
2033250
2033251
2033252
2033253
2033254
2033255
2033256

Key Type
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Key Status

Bound
Bound
Bound
Bound
Bound
Bound
Bound
Bound
Bound
Bound

Product Key

XXXOKXHE XXX KK XXX
XKKXX-XKXKK KKK KX XXX X KUK
XXXRIKXHE XXX XXX XXX
XKKXX-XKXKK KKK KX XXX X KUK
XKXXXKXHK- XXX KXXXK-XKHXK
XKKXX-XKXKK KKK KX XXX X KUK
XKXXXKXHK- XXX KXXXK-XKHXK
XKKHX-XKXHK KR XK XEXKK- XXX
XKXXXKXNK- KKK KXXXK-XKHXK
XKHXXOEHHXNXK- XIXK- XXX

Reset

Licensable Name
WINHMENTTBLT2N1100LCOA3
WINHMENTTBLT 2N1 10 OLCOA3
WINHMENTTBLT2N1100LCOA3
WINHMENTTBLT 2N1 10 OLCOA3
WINHMENTTBLT2N1100LCOA3
WINHMENTTBLT 2N1 10 OLCOA3
WINHMENTTBLT2N1100LCOA3
WINHMENTTBLT 2N1 10 OLCOA3
WINHMENTTBLT2N1100LCOA3
WINHMENTTBLT 2N1 10 OLCOA3

Touch Screen

[ICFET 23]+ ] ] (o[ poge[ 1

of 13 ‘

|w -

Page Size

Reset

Update OHR

6. Once partner clicks the Save button, a confirmation window will pop up to confirm your
selection. Click CONFIRM.

MS Fulfiled date

Product

0105 Froduct Key WS Produc Key Kotpe — [eSews ol Lcensable Name

7| 3258631582349 2033247 Standard Confirm edit optional XOXOORKKXXE XXX XIOKXKKX WINHMENTTBLT2N1100LCOA3
3258631582350 2033248 Standard miommeres XKKXX-XKXKK- XXX XX XXXXK-XXXXX — WINHMENTTBLT 2N1 10 OLCOA3
3258631582350 2033249 Standard Are you sure you want o continue with edit XOOOKXXE XXX XIOKXKKX WINHMENTTBLT2N1100LCOA3
3258631582351 2033250 Standard optionslinfo? XKKXX-XKXKK- XXX XX XXXXK-XXXXX — WINHMENTTBLT 2N1 10 OLCOA3
3258631582351 2033251 standard XXXXXXKXXK-XXXXK-XKXXK-XXKXX  WINHMENTTBLT2N1100LCOA3
3258631582352 2033252 Standard ® CANCEL CONFIRM XXXXX-XKXXX-XXKKX-XXXXX-XXXXX — WINHMENTTBLT 2N1 10 OLCOA3
3258631582352 2033253 standard Bound XXXXXXKXXK-XXXXK-XKXXK-XXKXX  WINHMENTTBLT2N1100LCOA3
3258631582353 2033254 Standard Bound XKKHX-XKXHK XXX XXX XK WINHMENTTBLT 2N1 10 OLCOA3
3258631582353 2033255 standard Bound XXXXXXKXXK-XXXXK-XKXXK-XXKXX  WINHMENTTBLT2N1100LCOA3
3258631582354 2033256 Standard Bound XXX HIXXK-XIOK-X0K — WINHMENTTBLT 2N1 10 OLCOA3

P23 o [ b o Page| 1 of 13 0 -
Page Size
NON-TOUCH v Reset
Update OHR

InternetConnection

7. Once the keys optional info is edited, a “Key optional Information updated successfully.”
message will briefly pop up in the green highlighted banner or a “Key optional Information
updated failed.” message will briefly pop up in the red highlighted banner.
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FFKI_FFKI_Test_Aamir_Microsoft Agreement 5000043726'W

[ Key OHR Data Updated Sucessfully

UPDATE OEM HARDWARE REPORT (OHR) DETAILS

a search

MS Fulfiled date

79493

Total

78857
Fulfilled

Keys Count

0 0

PROD
= Environment

Returned Activation Enabled

X

Reset

M | MS Product Key S Product Key Key Type Key Status Product Key Licensable Name

[] 3258631582349 2033247 Standard Bound XXKHXX-XXXKEXXXKX-XIOK-XHHKXX WINHMENTTBLT2N1100LCOA3
[] 3258631582350 2033248 Standard Bound 000K XXXKXKXXXXXXXXXXXKX  WINHMENTTBLT 2N1 10 OLCOA3
[] 3258631582350 2033249 Standard Bound XXKHXXXXXKE XXX KIOK-XHHKXX WINHMENTTBLT2N1100LCOA3
[] 3258631582351 2033250 Standard Bound 000K XXXKXKXXXXXXXXXXXKX  WINHMENTTBLT 2N1 10 OLCOA3
[] 3258631582351 2033251 Standard Bound XX HXXKX-KIOK-XHKX WINHMENTTBLT2N1100LCOA3
[] 3258631582352 2033252 Standard Bound 000K XXXKXKXXXXXXXXXXXKX  WINHMENTTBLT 2N1 10 OLCOA3
[] 3258631582352 2033253 Standard Bound XX HXXKX-KIOK-XHKX WINHMENTTBLT2N1100LCOA3
[] 3258631582353 2033254 Standard Bound XXXKK-XXXXK-XXXXX-XXXXX-XXXXX  WINHMENTTBLT 2N1 10 OLCOA3
[ 3258631582353 2033255 Standard Bound XX HXXKX-KIOK-XHKX WINHMENTTBLT2N1100LCOA3
L & 2 Bound 000G OO X000 XG0 B

© 2018 All Rights Reserved InternetConnection |

6.4EDIT OPTIONAL INFORMATION

Description:

OEM Optional Information report, provides additional optional reporting fields that can be
reported as part of the Computer Build Report (CBR) and OEM Hardware Report (OHR). This
includes additional hardware details fields such as, OEM Extended Identifier, Country, PEV
(Promotional Code), Channel Relationship ID, and Selling Location.

Tip Tool: OEM Hardware Report (OHR) follows a CBR and includes additional hardware data
that is required by Microsoft.

Step-by-step:

1. Loginto Smart Client using FFKI partner account credentials.

114



MDOS Smart Client User Manual

—

8% Microsoft Digital Opera B O Bl % o client

MDOS SMART CLIENT

Microsoft Digital Opera ervices Smart Client

Microsoft

Information

PBR

Online

Q & Z2E] ;
2 B B & B vz CON
Search GetKeys  ByKeys By Quantity By Keys By Quantity  Import PBR ByKeys  ByQuantity ~ ByKeys  ByQuantity Edit OptionalInfo Update OHR By Keys By Quantity Import Refresh
Keys Count
TEST
FFKI_ssgnik fki_Microsoft Agresment 5200003543 W 6000 5971 0 17 @ £
Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary

W 17 ACTIVATION ENABLED

12 NOTIFIED BOUND Initiated Submitted nprogress
W 5971 FULFILLED CBR
- &
Initiated Submitted nprogress ACKR ete
CBR =
A4 4
Initiated Submitted Inprogress ACK Received
CBR =
L4 4 A 4 h
Initiated Submitted Inprogress ACK Received
PBR 2
L 4 4 o
NOTIFICATION
Fulfilled Key ® Consumed Key ® Bound Key @ Exception ®
@ Keys stuck in fulfiled status o Keys stuck in consumed status @ CBR submitted writhout OHR o Daly number of MDOS services
information failed connection(s) for today
View Fulfilled Key (2 View Consumed Key (2 View Bound Key (£ View Exception(s) (£

Internet Connection _]|

2018 All Right

3. After clicking the “Dashboard” button, FFKI partner clicks on the Update OHR Button as
shown in the below screen.
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283 Microsoft Digital Operations Services Smart Client

B Microsoft

Return To ULP Information OA 3.0 Tool

e ] e ]
B & 6 < A

Q& 7 | & I
< 4 4 CO .
Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity | EditOptionalinfo  Update OHR | ByKeys By Quantity Import

4. After clicking the Edit Optional Info button, the below screen will appear indicating a list
of keys whose OHR data can be updated.

& Search

MS Fulfiled date

Resel

omeer

o
= 5
g
g
£
g
7
2

Product Key Id Licensable Part Number OEM Part Number Licensable Name
2033220 200006X0OOX00 X=X KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033221 2AXXXKXCOKXX-XHHXHX-XXHKKX KI7-00001 ‘WINHMENTTBLT2N1100LCOA3
] 2033222 200006XCOXO00 X=X KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033223 XXHXH-XXHXK-XCXX-XHHAX-XXHKAX KI7-00001 ‘WINHMENTTBLT2ZN1100LCOA3
[] 2033224 200006XCOXO00 X=X KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033225 XXXHRH-XXKXK-XXKKK-XXXHK-XXKKK KJ7-00001 WINHMENTTBLT2N1100LCOA3
[] 2033226 200006X0CO-XO00 XXX KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033227 XXXHRH-XXKXK-XXKKK-XXXHK-XXKKK KJ7-00001 WINHMENTTBLT2N1100LCOA3
[] 2033228 20COOCICOMGO0OXCX-XOX KI7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033229 XXXHH-XXHXXK-XXXKX-XXXHK-X XKL KJ7-00001 ‘WINHMENTTBLT2N1100LCOA3

EEEE = =

Values Touch Screen v Reset

Sell In Location Region v

5. Partner can select the keys whose OHR data they want to update. After entering the
OHR information, click on SAVE button.

a Search

MS5 Fulfiled date

Reset

2033220 OO0 XXX K-XXXK K -XHHHK-X XXX KI17-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[0 2033221 XXX XXX -X XXX KI7-00001 WINHMENTTBLT2N1100LCOA3
[ 2033222 OO0 XXX K -XHHHK-X XXX KI17-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033223 XXX XXX -X XXX KI7-00001 WINHMENTTBLT2N1100LCOA3
[ 2033224 OO0 XXX K -XHHHK-X XXX KI17-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033225 OO0 X000 XXX KI7-00001 WINHMENTTBLT2N1100LCOA3
[ 2033226 OO0 XXX K -XHHHK-X XXX KI17-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033227 OO0 X000 XXX KI7-00001 WINHMENTTBLT2N1100LCOA3
] 2033228 JOOOK-XKR-XKK- XK -XXKK KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
[ 2033229 OO0 X000 XXX KI7-00001 WINHMENTTBLT2N1100LCOA3

eI Tl

Values Touch screen v Reset

sell In Location Region v

6. Once partner clicks the Save button, a confirmation window will pop up to confirm your
selection. Click CONFIRM.
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Ms Fulfiled date

D Product Key Product Key Id = OEM Part Number TR

vl 2033220 X000 XOXHCX-XKK ‘WINHMENTTBLT 2N1 10 OLCOA3
2033221 OO0 XHKK-XXKKK WINHMENTTBLT2N1100LCOA3
2033222 20X0O0OCXCXO-XHCX-XIKK Are you sure you want to continue with edit ‘WINHMENTTBLT 2N1 10 OLCOA3
2033223 OO0 XHKK-XXKKK cptenalinfe? WINHMENTTBLT2N1100LCOA3
2033224 2XXOEXKXXXHXXX-X XXX @ cancel CONFIRM ‘WINHMENTTBLT 2N1 10 OLCOA3
2033225 OO0 XHKK-XXKKK WINHMENTTBLT2N1100LCOA3
2033226 2XXOEXKXXXHXXX-X XXX KI7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
2033227 200006 X0OXO00 XX KJ7-00001 WINHMENTTBLT2N1100LCOA3
2033228 2XXOEXKXXXHXXX-X XXX KI7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
2033229 200006 X0OXO00 XX KJ7-00001 WINHMENTTBLT2N1100LCOA3

» Foge o
ToucH v Reset

Selin tacston Regon v std estefd wsa BES

7. Once the keys OHR info is edited, a “Key optional Information updated successfully.”
message will briefly pop up in the green highlighted banner or a “Key optional
Information updated failed.” message will briefly pop up in the red highlighted banner.

[ key optional information updated successfully! 52

Edit Key Optional Information
a Search

MS Fulfiled date

Reset

Homber

O | Product Key Product Key Id icensable Part Number OEM Part Number nsable Name

2033220 SOO0OEXOXOOK XX K17-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[0 2033221 20XO0OEXCXO-XHX-XHKK KI7-00001 WINHMENTTBLT2N1100LCOA3
[1 2033222 XX K-XHHKK-XXKKK KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[1 2033223 20XO0OOXCXO-XHX-XHKK KI7-00001 WINHMENTTBLT2N1100LCOA3
[1 2033224 OO0 XHXKK-XXKKK KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033225 20XO0OOXCXO-XHX-XHKK KI7-00001 WINHMENTTBLT2N1100LCOA3
[1 2033226 OO0 XHXKK-XXKKK KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[ 2033227 XXXKXCOKXXK-XHHXXX-XXHKKX KI7-00001 ‘WINHMENTTBLT2N1100LCOA3
[] 2033228 200006X0OX00 XX KJ7-00001 ‘WINHMENTTBLT 2N1 10 OLCOA3
[] 2033229 XXXH-XXHXK-XXX XXX -X XXX KJ7-00001 ‘WINHMENTTBLT2ZN1100LCOA3

e S P
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Keys Count

Agreement 5000043726W 79500 79335 0 0 PROD
e Environment

amir_Mic
Total Fulfilled Returned Activation Enabled

[ ey optional infromation updated failed! b3

Edit Key Optional Information

v Search

[] 2033220 XXOOO-XOOK-XOOOK- XXX -X XXX KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
[ 2033221 OO0OE-XXHXXK-XXXKK-XKHHK-X XXX KI17-00001 ‘WINHMENTTBLT2N1100LCOA3
[ 2033222 XXX XXX -X XXX KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
[ 2033223 OO0OE-XHHXXK-XXXKK-XHHHK-X XXX KI17-00001 ‘WINHMENTTBLT2ZN1100LCOA3
2033224 OO0 X000 XX XXX KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
] 2033225 JOOOK-XCKR-XK- XK -X XK KI7-00001 WINHMENTTBLT2N1100LCOA3
[l 2033226 X000 X000 XN -X XXX KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
] 2033227 OOOOE-XOCOO-XOOK XX XK KI7-00001 WINHMENTTBLT2N1100LCOA3
[1 2033228 X000 X000 XN -X XXX KI7-00001 WINHMENTTBLT 2N1 10 OLCOA3
[ 2033229 SOOOOXO=XOO XX OK KI7-00001 WINHMENTTBLT2N1100LCOA3
]l

Touch Screen v Reset
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SECTION 7. SETTINGS

7.1SETTINGS DASHBOARD

Instruction:

Settings dashboard will provide the health report of the SC application, partners can identify
the internet connection, database and MDOS services health from this screen

£8% Microsoft Digital Operations Services Smart Client

B Microsoft
Setting Dashboard System Busi
Internet Connection Database Health MDOS Services
™ ™ ™
\ Health Health Health
@ Monitor Intemet Connection @ Monitor Database Connection @ Monitor MDOS Services

© 2018 All Rights Reserved

InternetConnection |

©2018 Microsoft  Terms of use  Privacy & cookies .+«

Internet connection

Monitor Internet connection displays connection name, connection status and connection
speed of the internet connection which is currently used by the machine.
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28m Microsoft Digital Operations Services Smart Client

B Microsoft
Setting Dasnboard System Business

nternet Connection

MDQS Services

Good

oot N
Health Health

N 3 oot
3 Health

& Monitor Intemet Connection 4 Monitor Database Connection & Monitor MDOS Services

Summary of Connection ¢ Refresh Connection Status

Connection Name  Internet Connection

Connection Status  GOOD HEALTH

Connection Speed 18

Database Connection

Monitor Database connection displays connection name, connection status and the size of
database in the current machine.

8% Microsoft Digital Operations Services Smart Client

B Microsoft
Setting Dashboard System Business

nternet Connection

MDOS Services

Good Good ( Good
Health Health Health

il X

Y erer— ey

Summary of Connection ¢ Refresh Connection Status

Connection Name Database Connection

Connection Status  GOOD HEALTH

Database Size  1.00 MB

InternetConnectiol
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MDOS Services

Monitor MDOS services displays connection name, total number of connections made with
MDOS services, failed connections and connection status in MDOS SC.

2B Microsoft Digital Operations Services Smart Client

B Microsoft
Setting Dashboard System Business
internet Connection Database Health MDOS Services
(: Good ( Good ( Good
\ Health Health Health

@ NMonitor Intemet Connection & Monitor Database Connection @ Monitor MDOS Services

Summary of Connection ¢ Refresh Connection Status
Connection Name MDOS Services s
Total connection(s) 5511 D

Failed connectionfs) 0

Connection Status _ |

© 2018 Al Rights Reserved InternetConnection _il

Note:

You can use refresh connection status option to refresh the connection data. Once the
connection setting refreshed successfully, it will show confirmation message.
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285 Microsoft Digital Operations Services Smart Client

faY = m

Setting Dashboard System Business

l [ setting Page Refresh x /
8 Monitor Internet Connection () serting Page refresh successiu [ —

Summary of Connection & Refresh Connection Status

Connection Name MDOS Services [‘:

Total connection(s) 5511

Failed connection(s) ©

Connection Status

018 All Rights Reserved InternetConnection _l|

7.2SYSTEM SETTING
Instruction:

System settings screen will allow the partner to configure the key transaction time intervals,
configure the export and import location, configure the disconnection notification reminders
etc.

283 Microsoft Digital Operations Services Smart Client

B Microsoft

(= ([}

Setting Dashboard System Business
System
Service Name Service URL
GET KEYS SERVICE v nettep: i rosoft. MDOS. FFKI_Ds D

Auto Key Transaction PBR Intervaliminutes)

[ Aute cBR | s |

Report Interval (minutes) Furfiliment Interval {minutes)

| 5 | | s |
Return (minutes) ‘Auto DPK Status Intervaliminutes)

B | E |
mport Location C:\Program Files (x86)\MDOS\MDOS SC Import 7 Change Location
Export Location C:\Program Files (x86)\MDOS\MDOS SC Export 27 Change Location
Others
Previous Timeline (day) Disconnected Hour Reminder

© 2018 All Rights Reserved InternetConnection ]

©2018 Microsoft  Terms of use  Privacy & cookies - - -
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Service Name and URL

This field shows the service name and the URL along with the port number used to connect the

service. This contains the fulfillment service (Get keys), Return and CBR key service.

System
Service Name Service UR
GET KEYS SERVICE v net.tcp://localhost:9600/DownlcadHostService/Microsoft. MDOS. FFKI DownloadService. DownloadKeysService
Service Name service UR
RETURN KEYS SERVICE v net tep:/flocalhost:9603/ReturnServiceHost/Microsoft MDOS FFKI ReturnService Returnkeys
System

Service Name

I CBR KEYS SERVICE v ]

Service UR|

net.tcp://localhost:9602/CBRReportService/Micrasoft. MDOS.FFKI RepartService. CBRReportService

Auto Key Transaction

Auto Key Transaction

[] Auto CBR

Repert Interval (minutes)

PBR Interval{minutes)

|1D

Fulfiliment Interval {minutes)

|50

| [ 10

Return [minutes)

Auto DPK Status Interval{minutes)

|1[J

| E

1. Auto CBR

Auto submit CBR (Computer Build Report) functionality allows automatic CBR submission to the
up-level partners. Check the box to select AUTO SUBMIT CBR to turn on automated submission

for the CBR.

2. Reportinterval

Sets the report interval (in minutes). It will run report key service at regular interval of time

which is configured by the partner. The minimum time interval partner can set up is 5 minutes
whereas there is no limit for maximum.

3. Return interval
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Sets the return interval (in minutes). It will run return key service at regular interval of time
which is configured by the partner. The minimum allowed time is 5 minutes whereas there is no
limit for maximum.

4. PBRinterval

Sets the PBR interval (in minutes). It will run bundle key service at regular interval of time which
is configured by the partner. The minimum allowed time is 5 minutes whereas there is no limit
for maximum.

5. Fulfillment Interval

Sets the fulfillment interval (in minutes). It will run key fulfillment service at regular interval of
time which is configured by the partner. The minimum allowed time is 5 minutes whereas there
is no limit for maximum.

6. Auto DPK Status Interval

Sets the DPK time interval (in minutes). It will run DPK sync service at regular interval of time
which is configured by the partner. The minimum allowed time is 5 minutes whereas there is no
limit for maximum.

7. Import and Export location

This option allows the partner to configure the default location where the export and import
keys can be stored as XML files in the machine.

mport Location D:\MDOSSC_Import &7 Change Location
Export Location D:\MDOSSC_Export &7 Change Location

8. Others
a. Previous timeline day

Set the day after which you will get reminder if the key status is not changed during this
interval. If the key status remains same and exceeds the time line, it will show reminder.

b. Disconnected Hour reminder

This option allows to set the reminder hour in disconnected mode. If the application is
not connected to internet (offline) and exceeds the reminder hour, it will show reminder
message to the partner.

124



MDOS Smart Client User Manual

Others

Previous Timeline (day) Disconnected Hour Reminder
[¥] Disconnected Notification

3 2 v

7.3BUSINESS SETTING

Instruction:
Business setting is used to display all the currently added business in MDOS FFKI SC.

Partner can perform key operations with all the business which is reflecting under this setting
page.

203 Microsoft Digital Operations Services Smart Client

2 Microsoft
Setting Dashboard System Business

Business
Profile Id| Site Id| Business ID | Business Name Site Name Environment Name|
7 864 1068 FFKI_v-khkuma_mdoslaboem1_Microsoft Agreement 5000043703 v-khkuma_mdoslaboem1 TEST
8 864 1069 FFKI_FFKI_v-khkuma_mdoslaboem1_agree1_Microsoft Agreement 5000043728 w-khkuma_mdoslaboem1 TEST
9 864 1075 FFKI_KHUSH_Microsoft Agreement 5000043724 v-khkuma_mdoslaboem1 TEST
10 864 1077 FFKI_706_khush_Microsoft Agreement 5000043706 v-khkuma_mdoslaboem1 TEST
11 864 1084 FFKI_FFKI_mdostestlabl_nEw_Microsoft Agreement 5000043704 v-khkuma_mdoslaboem1 TEST
12 864 1139 FFKI_FFKI_khkuma_Lab7_Microsoft Agreement 5000043800 v-khkuma_mdoslaboem1 TEST
JLT] i [m] | pege|2 of1 0 -

© 2018 All Rights Reserved InternetConnection .!I'I!

ft Termsofuse  Privacy 8 cookies

7.4PROXY SETTING

Instruction:

This functionality allows the FFKI partners to set up the proxy in MSC to limit or open the
firewall settings to the server. Partners can set up the proxy using the below 3 options,

e None: Select this option to open network access systems (With free internet access).
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e Use IE Proxy setting: Partner can choose this option if they have a special proxy setting
which allows to use system browser cache to bypass firewall settings.

e Customize: This is completely customized option where partner can set host and port details
along with special user credentials using which they can access the internet/MDOS services.

BT T —p——

3 Microsoft

Setting Dashboard System Business Proxy Restare Data

7.5DATABASE RESTORE

Instruction:

This functionality allows the FFKI partners to restore the data in MSC in case of server or
machine crash. Partner can install the MSC again and submit the request to restore the data
which was available before the crash so that the data will be restored.

Note:
e MSC database restore feature is only available for PROD environment.
e MSC database restore can be done only for the businesses that are configured on
current machine.

To restore the data in MSC, please follow the below steps.

Step-by-Step:

1. Click on ‘Settings’ icon from top navigation bar and click on ‘Restore Data’ tab.

126



MDOS Smart Client User Manual

285 Micrasoft Digital Operations Services Smart Client

& Microsoft

7

X X
Good Good
Health Health

& Moritor Intermet Connection & Monitor Database Connection @ Monitor MDOS Services:

2. MSC will connect to MDOS services to fetch the business for restoration.

203 Microsoft Digital Operations Services Smart Client

= Microsoft

= m Q Be

Setting Dashboard System Business Proxy Restore Data

Please wait while we are connecting with MDOS Server to retrive business profile(s} for PROD environment

.

© 2018 All Rights Reserved Internet Connection _yll|

3. You will be presented with restore request screen to submit the request to restore the data.
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8% Microsoft Digital Operations Services Smart Client

@ Microsoft

7 o 5] Z 7N

= =} =
Setting Dashboard System Business Proxy Restore Data

1 Initiated ©
Restore Reason Plesse Select Reason v
Restore Duration (UTC) ) LMonth () 6 Month () 1 Year ) Custom

Important Note!

perform the restoration process during non-business hours

Make sure the system is connected to internet and not going into sleep mode
Restoration time depends upon the system performance and the total number of keys
Restore duration s the time duration when the keys were fulfilled to FFKIL.x or MSC

Next »

Internet Connection

285 Microsoft Digital Operations Services Smart Client

@ Microsoft

7 o ) Z 2N

= =3
Setting Dashboard System Business Proxy Restore Data

1 Initiated ©

Restore Reason Please Select Reason v

MSC application crashed

System/server crashed
Restore Duration (UT

Others

Important Note!

Perform the restoration process during non-business hours

Wiake sure the system is connected to internet and not going into sleep mode
Restoration time depends upon the system performance and the total number of keys
Restore duration is the time duration when the keys were fulfilled to FFKILx or MSC

Next +

Internet Connection

5. Please select the restore duration, this is the time where the keys are fulfilled to FFKI1.x or MSC
and you want to restore it. For example if the partner wants to restore all the keys that were
downloaded in FFKI1.x or MSC in the last 6 months, select 6 Months option and click on next
button.
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28 Microsoft Digital Operations Services Smart Client

@ Microsoft

@ o Q e

Setting Dashboard System Business Proxy Restore Data

1 Initiated ©
Restore Reason System/server crashed v
Restore Duration (UTC) * @ 1Month O 6 Month () 1Year C) Custom

Important Note!

Perform the restoration process during non-business hours

Wiake sure the system is connected to internet and not going into sleep mode
Restoration time depends upon the system performance and the total number of keys
Restore duration is the time duration when the keys were fulfilled to FFKI1Lx or MSC

Next +

Internet Connection

£8% Microsoft Digital Operations Services Smart Client

@ Microsoft

@ m Q Ee

Setting Dashboard System Business Proxy Restore Data

2 Business Selection ©

Business Name: FFK|_u-kusudh_Microsoft Agreemen Business Name: FFK|_u-guab@microsoft.com_Micros.
ULP Name: GEMM INFORMATICA S.R.L ULP Name: Shuttle Inc
Representative Name: v-kusudh Representative Name: v-guab@microsoft com

* Previous Next =+

Internet Connection

7. From the summary page, review all the information provided correctly and click on request
button. In case partner need to make changes, they can go back to previous page and do the
necessary changes.
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285 Microsoft Digital Operations Services Smart Client

B Microsoft

A 7] m @ e
Setting Dashboard

= (= =
System Business Proxy Restore Data

1 Initiated ~ 2 Business Selection v 3 Summary ©

Business Name: FFK|_v-kusudh_Microsoft Agreemen Business Name: FFKI_yv-guab@ microsoft.com_Wicros
ULP Name: GEMM INFORMATICA S.R.L. ULP Name: Shuttle Inc.
A Representative Name: v-kusudh i fve Name: v-guab@ ft.com

[® Restore Reason System/server crashed [ Restore Duration (UTC) From : 12/10/2018 To : 01/10/2019

+ Previous Request

Internet Connection

A popup confirmation message box will appear. Click on confirm to submit restore request or
click on cancel button.

Note: Once you confirm the request, you'll not be able to make any changes till the restoration is
completed.

Z8m Microsoft Digital Operations Services Smart Client

=& Microsoft

= m

Business

Setting Dashboard

3 Ssummary ®@

Business Name: FFK_v-kust soft Agreemen

[ Restore Data
ULP Name: GEMM INFORN L

. : W (¥ Are you sure you want to submit the request for
2 Representative Name: v-kusudh 2 @D graeee resorations

@) CANCEL [l CONFIRM

on System/server crashed uration (UTC) From : 12/10/2018 To : 01/10/2019

Internet Connection
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9. Once partner confirms, request will be submitted for data preparation and data backup from
MDOS cloud will be in progress. Partners can see the progress in the ‘Restore Status’ section, 4
steps to complete the restoration.

Note: This will start the data preparation for restoration, once this is completed, partner must
confirm again to start the restoration process.

10. Status can be identified through the color of the text as below,
a. Green —Indicates the process is completed with tick mark
b. Purple —Indicates the process is in progress
c. Grey—Indicates the process is yet to start

283 Microsoft Digital Operations Services Smart Client

B Microsoft
= m Q Ee
Setting Dashboard System Businecs Proxy Restore Data
1 Initiated 2 Business Selection ~ 3 Summary ©

Business Name: FFXI_y-guab@microsoft.com_Micros
ULP Name: Shuttle Inc.
A Representative Name: v-gusb@microsoft.com

Business Name: FFKI_v-kusudh_Microsoft Agreemen.
ULP Name: GEMM INFORMATICA S RL
& Representative Name: v-kusudh

[R Restore Reason System/server crashed [5l Restore Duration (UTC) From :12/10/2018 To : 1/10/2019
[ Restore Status
tore request is initiate
(@ Database restore data is prepared
© Awaiting confirmation from user to start the restoration
(© Database restoration process is completed.

Internet Connection

11. Partners can still use MSC for the key’s transaction while data preparation in progress. Once
data preparation is completed, partner will be notified through alert message.
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28% Microsoft Digital Operations Services Smart Client

m Microsoft

Online PBR
()\ Iﬁ E Iﬁ @®  1/10/20192:37:31PM Local Data preparation for restore request is completed. Click here
I7IUZ0TT S50 ANT TOTdT SRS LUCK T FOTFITEd STt Jur most recent key
Search GetKeys  ByKeys By Quantity By Keys ByQuantity  Import PER ~ 128 R =
® 1/10/2019 5:50:47 AM Local 3 Keys stuck in Consumed status
@®  1/10/20105:50:47 AM Local 281 Keys stuck in Bound status
Show Video
FFKI_u-amdid FFI_Microsoft Agreement 5000043805 W' 1/0/20196:49:33PM Local  Keys Exported Successfully! -
i
B Show Al
KEYS OVERVIEW LAST 5 TRANSACTIONS

W 2 CONSUMED

No Transaction(s) Found

NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key @ Exception @
Keys stuck in fulfilled status Keys stuck in consumed status CBR submizzed wifthout OHR Daily number of MDOS services
infarmation failed connection(s) for teday
view Fulfilled Key (2 View Consumed Key (2 ound Key [2 View

2018 All Rights Internet Connection

12. Partner can click the ‘Click here’ link or directly navigate to the data restoration page to view the
total keys that will be restored for each business.

8% Microsoft Digital Operations Services Smart Client

= Microsoft

@ W @ B

Setting Dashboard System Business Proxy Restore Data

1 Initiated v/ 2 Business Selection v/ 3 Summary ©
Business Name: FFK|_v-kusudh_Microsoft Agreemen. . Business Name: FFK|_y-guab@microsoft.com_Micros...
ULP Name: GEMM INFORMATICA S R.L ULP Name: Shuttle Inc.
& Representative Name: v-kusudh & Representative Name: v-gush@microsoft com
We faund 5000 keys for restoration We found 0 keys for restoration

[& Restore Reason System/server crashed [5] Restore Duration (UTC) From :12/10/2018 To: 1/10/2019

R Restore Status:
Restore request is initiated.

store data is prepared
(© Awaiting confirmation from user to start the restoration
© Database restoration process is completed

018 All Rights Internet Connection

13. Click on ‘Restore’ button to start the restoration process. A confirmation message box will
appear for the final confirmation to start the restoration process.
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Note: Once partner clicks on confirm button, MSC will be closed to start the data restoration process
and partner cannot use the MSC until the process is completed. Hence it is recommended to start the
restoration process during non-business hours to avoid any impact to the production.

Z0m Microsoft Digital Operations Services Smart Client

& Microsoft

[ [m Q (e

Setting Dashboard System Business Pre Restore Data

3 Summary ©

1} Restore Data
Business Name: FFKI_v-kusudh_Microsoft Af

ULP Name: GEMNM INFORMATICA §.R.L. [ You have clicked on restore button, please note that MSC has found 5000
A& Representative Name: v-kusudh = key(s) to restore for the selected business and the SLA to complete the
We found 5000 keys for restoration. restoration will vary from 15 - 30 mins approximately.

Please be informed MSC will be closed during restoration process and you
will not be able use MSC till the restoration is completed. Click confirm if
you want to start the restoration process?

[® Restore Reason System/server crashed

[ Restore Status:

© Awaiting confirmation from user to start the restoration.
(© Database restoration process is completed.

2018 All Rights Internet Connection |

283 Microsoft Digital Operations Services Smart Client

=& Microsoft

Please wait while we are preparing to start the restoration process

Internet Connection _ll

© 2018 All Rights Reserved
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285 Microsoft Digital Operations Services Smart Client

=& Microsoft

Closing the MSC application for restoration process

© 2018 All Rights Reserved Internet Connection ]

14. While restoration in progress, partners are not allowed to use MSC application and will get the
below popup message if MSC application is launched during this process.

MDOS Smart Client X

MDOS SC Restoration is in progress, please wait until the
restore is completed.

[ o ]

15. Partner can launch MSC after SLA mentioned during the restore confirmation to check if the
restoration is completed.

16. From the restoration page, you can see the completed status of data restoration. Click on Ok
button to complete the process.
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8% Microsoft Digital Operations Services Smart Client

B Microsoft

= m Q
Setting Dashboard System Business Restore Data

1 Initiated ~ 2 Business Selection v 3 Summary O

Business Name: FFKI_y-guab@microsoft com_Micros.
ULP Name: shuttle Inc.

A Representative Name: v-gusb@microsoft.com
Business not eligible for restoration as no key found

ULP Name: GEMM INFORMATICA S.R.L.
& Representative Name: v-kusudh

Business Name: FFKI_v-kusudh_Microsoft Agreemen.
5000 keys were restored successfully.

during backup.

[R Restore Reason System/server crashed [ Restore Duration (UTC) From :12/10/2018 To : 1/10/2019
[ Restore Status:

estore request is initiate
/ Database restore data is prepare
V' Awaiting confirmation from user
v Dat

Internet Connection il

© 2018 All Rights Reserved

17. Once restoration is complete, you can navigate to dashboard-> select the business and see the
restored keys. You can now perform key operations with restored keys.
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SECTION 8. ADVANCE FEATURES

8.1MIGRATION

Instruction:

This functionality allows the FFKI partners to migrate the data from current FFKI1.x version to
MDOS SC.

Partners can migrate to SC during installation, if in case they don’t want to do the migration
during installation, they can do it using this option.

Step-by-step:
1. Click on user image on the top right of FFKI SC and select migration option.

$85 Microsoft Digital Operations Services Smart Client

= Microsoft

Return To ULP hak = v-amdid@microsoft.com g

Online PBR
+. g +. %
Q & |l <& 2. s = 14 B . Loguages
search  GetKeys | ByKeys  ByQuantity  ByKeys  ByQuantiy StoreProduct  ByKeys  ByQuantiy | ByKeys  ByQuantity  EditOptionalinfo  UpdateOHR  ByKeys  Byau h
"
Keys Count
o % Migration
FFRI_ffki_amolD_Microsoft Agreement 5000044078 W 8 8 Migration —
0]
Total Fulfilled Re  This functionality allows the FFKI partners o About
migrate the data from current FFKI1.x version
KEYS OVERVIEW KEY STATE SUMMARY to MDOS SC Partners can migrate to SC during | 1* 1990Ut
W 8 FULFILLED count installation, if in case they don’t want to do
the migration during installation, they can do
9 it using this option

B user Manual © show Video
|

8
74
Fulfilled
NOTIFICATION
Fulfilled Key G Consumed Key i Bound Key D Exception D
Keys stuck in fulflied status Keys stuck in consumed status CBR sudmitted without OHR Number of MDOS services eiled
information connectionis) for today
ew Fulfiled Key £ View Consumed Key 2 View Bound Key (2 View Exception [

2. Migration window will pop out with migration guidelines, click on proceed button.
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St ey oy g [ oy nego [Epv— PN g ey [Epe— g meyo e e p s sps S g ey [Epe— s

Keys Count

PROD
® Environment

I I £ MDOS SC DB Migration Tool X °

Activation Enabled

Migration Guidelines/Steps

Instruction :
All partners data will be migrated from FFKI1 X database to the new MDOS SC Client Database. Each scenario varies slightly due to the different
legacy environment configurations.

Migration will bappen ouly for the partner who is logged in using their MDOS email address. If the same email hes multiple business setups, please
note the following.

* Migration will be done one business at & time.
+ Migration process will depend on whether the partner b configured multiple cccounts within the current MDOS FFKI busines:.
+ Migrating one business will not affect the other business as they vill continue to operate zormally.

No Data Found!
Click ‘Proceed” button to continue with migration, click ‘Cancel’ button to do the migration later d

Fulilled Key

@

Consumed Key Bound Key Exception ®

3. Partner will be show the connection setup page from where the database need to be
migrated.

Keys Count

PROD

= environment

I I £ MDOS SC DB Migration Tool X 9

Activation Enabled

FFKI 1.X Database Details

Authentication Type: () SQL Server Authentication () Windows Authentication
Server name:
User name:
No Data Found!
Password: d!
Database:
) Ciickon Test Connection' to load database st

Fulfilled Key @ Consumed Key @ Bound Key (O] Exception

€

4. Select Windows / SQL authentication and enter the database connection details and
then click on test connection.

Keys Count

PROD
® Environment

I I £ MDOS SC DB Migration Tool X ¢

Activation Enabled

FFKI 1.X Database Details

Authentication Type: ) SQL Server Authentication () Windows Authentication
Server name:
User name:
No Data Found!
Password: d!
Database: Test Connection
O Ciickon Test Connection' to load database ist

Fulfilled Key Consumed Key

@

Bound Key @ Exception T
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Keys Count
PROD
[
| | - 2 Environment
Activation Enabled
FFKI 1.X Database Details

Authentication Type: 0 SQL Server Authentication (@) Windows Authentication

User name: DE Connection %
No Data Found!

Password: . d!

| Connedted successfully.

0

Ba:k Pm:ead

Fulfilled Key Consumed Key Bound Key Exception ®
Keys stuck in fulfled status Keys Stuck in consumed status CBR submited without OHR Daily number of MDOS services
informtion tailed connectionis) for today

5. Once connection is tested successfully, partner can select the business from which they
need to migrate.

8% Microsoft Digital Operations Services Smart Client

E'lﬁ o 4 B EW

Search  GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR By Keys

By Quantity Import Refresh
Keys Count

o PROD
FFKI_ranjanffii_Micrasoft Agreement 5176610075 W “ MDOS SC DB Migration Tool 2 Enyvironment

Activation Enabled

Business Selection

Business Name : FFKI_ranjanffid_Microsoft Agreement. Business Name : FFK|_Ranjan fili_Cloudoalab8_Cloudo
Siteld : 1831 Site Id : 1831
Business Id : 2417 Business Id : 2416

Business Name : FFKI_ranjanffi_idh17_uatlab2
Siteld : 1831
Business Id : 2418

No Data Found!

Fulfilled Key Consumed Key Bound Key Exception @

@ o nmessns © o s cnsumen s [0 Pt O S o e
formagon ;

failed connection(s) for today

View Fulfilled Key (2 View Consumed Key [2

y 2 View Excep

Internet Connection

6. After selecting the business, click on start migration button to start data migration.
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8% Microsoft Digital Operations Services Smart Client

B Microsoft

Online CBR

QA S

= B &

Search GetKeys  ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity

Return To ULP Information

L & 1Z

ByKeys  ByQuantity  EditOptionalinfo  Update OHR

Keys Count

FFKI_ranjanffii_Micrasoft Agreement 5176610075 W £ MDOS 5C DB Migration Tool

Migration Status

Initializing export objects.

Export objects initialized successfully.
Initalizing import objects.

Import objects initialized successfully.
No Data Found! Generating migration helper object.

Migration helper generated successfully.
Validating DB connection srings...

Copying DIS 1.X data to MDOS temp tables...

Exporting partner profiles...

Migration skipped for Test environment.

Fulfilled Key @ Consumed Key i

o Keys stuck in fufiled status o Keys s

View Fulfilled Key &2

consumed status

View Consumed Key [2

Bound Key 8 Exception

CBR submitted vithout OHR
information

View Bound Key 2 View

OA 3.0 Tool Page.
el ]
: 1 N
By Keys By Quantity Import Refresh
0 PROD

& Environment
Activation Enabled

Daily number of MDOS services
failed connection(s) for today

Exception(s) 2

Internet Connection

8.2USER EMAIL

Instruction:

MDOS SC displays the FFKI partner email, which is used to login to SC, email id can be found

under ‘User Account’ as mentioned below.
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8% Microsoft Digital Operations Services Smart Client

= Microsoft

Online CBR PBR Revert Return To ULP Inf

User Email —
Qaf @ &3 B 6 & @ 4L & ppves—
Rl MDOS 5C displays the FFKI partner email,
search GetKeys  Bykeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity =~ ByKeys  ByQuantity = Edit Optional whichis used to login to 5C, email id can be N ph
Keys Count :,m:nd under “User Account” as mentioned 4 PROD
elow.
@ About

I 6000 5971

Total Fulfilled [l Bl user Manual

I+ Logout

KEYS OVERVIEW Last 5 Transaction(s) Summary 4 ew All Transactions [2
W 17 ACTIVATION ENABLED
12 NOTIFIED EQUND Initiated Submitted nprogress ACK Received Co
M 5571 FULFILLED CBR [
A4 A 4
Initiated Submitted nprogress ACK C
6000 CBR =
KEYS - -
Initiated Submitted Inprogress ACK Received
CBR [
A4 b b v ~
Initiated Submitted Inprogress ACK Received Co
PBR It
L ~ ~ -~
NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key @ Exception @
CBR submitted without OHR Daily number of MDOS sarvices
@ Keys stuck in fulfiled status o Keys stuck in consumed status 0 P o o v
View Fulfilled Key [2 View Consumed Key [2 View Bound Key [2 View Exception(s) [

Internet Connection

8.3LANGUAGES SUPPORTED
Instruction:

MDOS SC supports the below languages for the partners, partner can choose the language
option from the user account and change the language accordingly.

e English,
e Chinese-Simplified,
e Chinese-Traditional
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8% Microsoft Digital Operations Services Smart Client

u Microsoft

Online CBR PBR Revert Return To LLP

e P2 —
Qf @ B BB B f & A 4L & —
Search GetKeys  ByKeys By Quantity By Keys 8y Quantity  Import PER ByKeys  ByQuantity  ByKeys  ByQuantity EditOptional LoTEUSESS @ English pa— n
|
Keys Count MDOSSC supports] g Chinese-Simplified
the partners, pai o Avout
6000 5971 language option fr0l g, Chinese-Traditional |
I I change the langua
Total Fulfiled Re  Chines=-Simplified , Uninese- Iradmonal I+ Logaut

KEYS OVERVIEW Last 5 Tran . o All Trancactions [2
ast 5 Transaction(s) Summary View C
M 17 ACTIVATION ENABLED : B user Manual
TIFI
12 NOTIRER BOUND Initiated Submitted
W 5971 FULFILLED CBR £
L -
Initiated Submitted €s Al eceive
6000 CBR A
Initiated Submitted nprogress ACK Received Completed
CBR 3
L - ~ ~ -~
Initiated Submitted progress ACK Received
PER o
b - ¥ b
NOTIFICATION
Fulfilled Key @ Consumed Key @ Bound Key @ Exception @
[p— Aeys ek In consumed statis €CBR submined withaut OHR Daiy number of MDOS services
. s s inG o Information falled cannectionis) for today
ulfiled Key @ @ nd Key 2 w E

Intarnet Connaction

8.4ENVIRONMENT SWITCH
Instruction:

MDOS allows partners to swap the environment from PROD to TEST and vice-versa. Partner
doesn’t require to uninstall the application to switch between the two environments.

Step-by-step:
1. Click on user image on the top right of FFKI SC and select the environment (PROD/TEST).

#m Microsoft Digital Operations Services Smart Client

m Microsoft

| one ] on ] e ] e ] mewnmoe ] womaion
Q & O B B B6 o 4+ & 1Z

<« Languages

Search Get Keys By Keys By Quantity By Keys By Quantity  Store Product By Keys By Quantity By Keys By Quantity Edit Option~"* b e ~oe na N TEST
]
B S O —
o 0 MDOS allows partners to swap the = Migraton

FFKI_FFKI AMOL DuDigital test OEM 1_Microsoft Agreemeni W' environment fom PROD 16 TEST snd vice

@
Total Fulflled Re  versa Partner doesn't require to uninstall the | @ APOUt
application to switch between the two I Logout
N
KEYS OVERVIEW KEY STATE SUMMARY environments, ogou

User Manual

2. Once you click the option, it will switch load the PROD/TEST environment data.
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Please wait data is loading

3. Once the environment is switch you will get confirmation popup window.

285 Microsoft Digital Operations Services Smart Client

& Microsoft

CBR

B 0 &

QA &

Return To ULP

[ e [ tormtion |
E 6 < a B

Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity Store Product By Keys By Quantity ByKeys  ByQuantity  EditOptionalinfo  Update OHR By Keys By Quantity Import Refresh

FFKI_FFKI AMOL PQ DuDigital_Wlicrosoft Agreement 500004 W'

KEYS OVERVIEW

NOTIFICATION

Fulfilled key @

o Keys stuek in fulfled status

ew Fulfilled Key (2

Keys Count
1 1 0 0 TEST
# Environment

Total Fulfilled Returned Activation Enabled

KEY STATE SUMMARY

M 1FULFILLED

2

£l
@ Environment changed successtully!
@ oKk
04
FulFilled
Consumed Key @ Bound Key ® Exception ®

o Keys stuck in consumed status

View Consumed Key 2

4. To differentiate between PROD and TEST environments, TEST environment ribbon will be in
purple color as below compared to PROD environment which will be in black.
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8% Microsoft Digital Operations Services Smart Client

m Microsoft

Online

PBR Revert Return To ULP Information Page
~ = & B O
Q B & B & L & EE i
Search GetKeys  ByKeys By Quantity By Keys ByQuantity  Import PBR ByKeys  ByQuantity =~ ByKeys  ByQuantity Edit Optionalinfo  Update OHR By Keys By Quantity Import Refresh
Keys Count
1 1 0 0 TEST
FFKI_v-sagsah_Micresoft Agreement 5000044083 W @ iy
Environment
Total Fulfilled Returned Activation Enabled
KEYS OVERVIEW Last 5 Transaction(s) Summary
W 1FULFILLED

No Transaction(s) Found

NOTIFICATION

Fulfilled Key ® Consumed Key

®

Bound Key @ Exception

®

o Keys stuckin fulfiled status o Keys stuck in consumed status o CBR submitted writhout OHR o Daly number of MDOS services

information failed connections) for today

View Fulfilled Key £ View Consumed Key 2

Internet Connection

8.5HELP

Instruction:

The help option allows the partners to understand the functionalities offered by MDOS SC.

Click on help icon to open MDOS SC user manual which will provide step by step instructions for
the partners.

Module 1 Module 2 Module 3

Installation Login Dashboard

Key Operation
/ Got Keys.
+ Return Keys.
+ Revert Keys.

£

/ Import Keys. Module 5 Module 6
+ Export Keys. Reports Setting

%

Module 7 Module 8 Module 9
Advanced Feature Troubleshooting

Release Notes
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8.6ABOUT
Instruction:

About option allows the partners to know the SC version that is currently installed in their

machine.

Click on user image and ‘About’ option to verify the SC version installed.

Zam Microsoft Digital Operations Services Smart Client

m Microsoft
4. [E] [E] +. % EE
Q & @ E B & e = 4 Rp—
Search  GetKeys ~ ByKeys By Quantity By Keys By Quantity StoreProduct ~ ByKeys By Quantity ByKeys  ByQuantity  EditOptionalinfo  UpdateOHR  ByKeys  Byau h
{
Keys Count
o % Migration
FFKI_FFKI AMOL DvDigital tast OEM 1_Microsoft Agreemeni W o o o r“'“_——”"“]
| (@ About
Total Fulfilled Returned Activation Enabled (L Aoowt
I+ Lodout

O
MDOS

MDOS SMART CLIENT SERVICES
Version: 2.0.09

This software solution has been developed by Mindtree Ltd. for Microsoft Corporation

8. 7INTERNET CONNECTION
Instruction:

MDOS SC will display the internet connection status at the bottom of the application to let
partner know if the machine is connection to internet to avoid any disruption to the services.
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8.8 LOGOUT

Instruction:

In case partner logged into MDOS SC with incorrect email address or want to change the email
address, partners can use the logout option available under the ‘User Account’ section

203 Microsoft Digital Operations Services Smart Client

= Microsoft
T S B ™S [y T oY -

[ owe |
Q & B & B @ 6 & A 4L & B 2 B OE. e
By Keys By Quantity  Edit Optional Info  Update OHR By Keys Byau TesT

1)

By Quantity Store Product By Keys By Quantity

Search  Get Keys By Keys By Quantity By Keys
Keys Count
% Migration

0 0 0 0
@ About
Fulfilled Returned Activation Enabled D Abowt

FFKI_FFKI AMOL DvDigital test OEM 1_Microsoft Agreemeni W'
Total
KEYS OVERVIEW KEY STATE SUMMARY Logout

No Data Found!
No Data Found!

NOTIFICATION

Fulfilled Key ® Consumed Key ® Bound Key @ Exception
Keys stuck in fulfilled status Keys stuck in consumed status. CBR submitted without OHR Number of MDOS services faile
information connection(s) for today
Fulfilled Key (2 View Consumed Key [2 e nd Key [ View Exception (2

Internet Connection
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SECTION 9. TROUBLESHOOTING

9.1 TROUBLESHOOTING

Using the “wrench icon” option on the MDOS SC Dashboard screen, you can access information
that can assist with troubleshooting in 3 areas of the product; Network connectivity and health,
Database integrity and health and overall client integrity and health.

Network connectivity Troubleshooting:

If the network connection status icon is showing yellow/red, this may indicate you are having
network issues that must be resolved prior to attempting to use the MDOS SC.

This can mean that your network connection is not stable, that your company may have a
router that is blocking traffic from the internet, or that you are having hardware or software
networking related problems. Please ensure the network connection status indicator in the
MDOS SC is green before attempting to continue.

If the Database is connection shows yellow or red, this indicates that the MDOS SC client
Database may be corrupt or the connection to the Database may be compromised.

If the database is located on the same machine as the MDOS SC client, but the database
connection is indicating yellow or red status, you can begin to troubleshoot the MDOS
Microsoft SQL Express installation and status. Launch the SQL Server Configuration manager by
typing the name SQL Server Configuration manager in the Start search menu within Windows
10 or Windows Server. You can use the SQL Server Configuration Manager to troubleshoot
issues relating to the SQL Express installation. To ensure the SQL Server is running successfully
for MDOS SC, within the SQL Configuration Manager, click on the SQL Server Services Icon and
ensure the “SQL Server (MDOS) Service is in the running state as follows:

Sql Server Configuration Manager
File Action View Help

L AEANEIE)
@ 50L Server Configuration Manzger (Local) || Name State Start Mode Log On As Process 1D Service Type
g :Qt :EW ;E“"CE‘H I 9150L Server Browser Stopped Other (Boot, Syste..  NTAUTHORTWLO... 0
% SgL Ner:er CTth; 1 Ducn lg:ratlo:( (3'; hs0L Server (MDOS) Running Automatic NT Service\M35QL. 16596 SOL Server
W B
2 e FIE TLAHOMGUIEn B Eic01 Semver Agent (MDOS) Stopped Other (Boot, yste..  NTAUTHORTVANE.. 0 501 Agent

Client Protocols

8 Aliases
_E_ S0L Server Network Configuration
@ SOL Native Client 11.0 Configuration
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If the MDOS Services monitor is showing yellow or red status, this may indicate that the MDOS

services are either not running or may be encountering an error.

If the MDOS Services Monitor indicators are yellow or red, you can check to ensure all MDOS

services are showing as installed and that they are running. To do this, type the word “services”

into the search window on your Windows 10 Client or Server. The following window will

appear:

E} System Configuration

General Boot  Services Startup  Tools

Startup selection

() Mormal startup
Load all device drivers and services

Cl Dizgnostic startup
Load basic devices and services only

Load system services
Load startup items

LIse original boot configuration

Cancel

Help

From this screen choose the services tab and ensure the following MDOS services are listed and

that they are in the running state:
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E System Configuration

If the services for MDOS are not in the running state, or are not listed, please email
msoemops@microsoft.com with this information and request support.

General Boot — SErvices  Startup  Tools
ry

Service Manufacturer Status

MDOS Download Service Unknown Running
MDOS FRKI Signalr. Unknown Running
MDOS PER. Service Unknown Running
MDOS Report Service Unknown Running
MDOS Return Key Service Unknown Running
MDOS Smart Client Updator Unknown Running
MDOS SyncDPEService Service Unknown Running
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SECTION 10. ACRONYMS AND DEFINITIONS

10.1 ACRONYMS

Acronym | Term Description
The BIOS is a type of firmware used to perform hardware
initialization during the booting process (power-on startup)

Basic Input / Output on IBM PC compatible computers, and to provide runtime

BIOS . .

System services for operating systems and programs. The BIOS
firmware is built into personal computers (PCs), and it is the
first software they run when powered on.

MAT Multiple Activation Test Multiple Activation Test Key is also referred to as Test Key or

Key TKY.

MBR Mother Board

Replacement

MS

(or Microsoft Microsoft Corporation

MSFT)
A Microsoft account (MSA) enables improved
personalization, provides seamless experiences across
Microsoft products, and allows you to access enhanced
features and settings. A Microsoft account (MSA) is an email

MSA Microsoft Account accc?un'F used to sign.in to Microsoft services and is required
to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qq.com,
name@163.com).
MDOS is a fully cloud based digital key distribution and

MDOS Microsoft Digital Operation | entitlement service for Microsoft partners. It provides the

Services ability to order, deploy, manage, bind, return, and recall
Digital Product Keys as needed.

Original Equipment OEM Activation 3.0 is a trusted way to uniquely bind

OA3.0 Manufacturer Activation software and service entitlements to hardware, unlocking

3.0 (OEM Activation 3.0) rich opportunities across the OEM Ecosystem.

The OEM Hardware Report (OHR) generally follows the

Computer Build Report (CBR) and includes additional
OHR OEM Hardware Report hardware data required by Microsoft, such as model

number, screen size, touch screen. Contrary to the name,
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the OHR is not optional, but is now required by Microsoft.
(Refer to your agreement for details).

The number assigned by the Original Equipment

OPN OEM Part Numb
art iumber Manufacturer (OEM) for a part they manufacture.
The Product Bind Report (PBR) is the report that is
PBR Product Bind Report generated after keys are bound. The bind keys process links

service keys (such as Office 365) with Windows keys (such as
Windows 10 OS).

A return merchandise authorization (RMA), return
. authorization (RA) or return goods authorization (RGA) is a
Return Material ) , )
RMA o part of the process of returning a product in order to receive
Authorization i . ,
a refund, replacement, or repair during the product's
warranty period.

In the field of inventory management, a stock keeping unit
or SKU is a distinct type of item for sale, such as a product or
service, and all attributes associated with the item type that
distinguish it from other item types.

SKU Stock Keeping Unit

The user interface, in the industrial design field of human—
machine interaction, is the space where interactions
between humans and machines occur. The goal of this

Ul User Interface interaction is to allow effective operation and control of the
machine from the human end, whilst the machine
simultaneously feeds back information that aids the
operators' decision-making process.

10.2 DEFINITIONS OF KEY STATUS

Standard Keys

Key Status Description

Fulfilled Initial status after SC get keys from MDOS cloud

Consumed After keys were used by OA3.0 tool

Bound After keys were bound to hardware hash

Marked for Submit After keys have been reported back to MDOS cloud

Activation Enabled After keys received CBR acknowledgement from Microsoft in MDOS,
SC synchronize this status from MDOS cloud
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Activation Denied After keys received CBR acknowledgement of activation denied from
Microsoft in MDOS, SC synchronize this status from MDOS cloud

Return to ULP After keys were successfully returned to your up level partner (ULP)

MAT Keys

Fulfilled Initial status after SC get keys from MDOS cloud

MBR Keys

Fulfilled Initial status after SC get keys from MDOS cloud

Service Keys

Fulfilled Initial status after SC get keys from MDOS cloud
Return to ULP After keys were successfully returned to your up level partner (ULP)
Assigned After the keys are assigned from up level partner (ULP) to FFKI
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SECTION 11. VERSION HISTORY

Version # Date Details Updated

1.0 04/20/2018 Initial version

2.0 05/18/2018 New dashboard icons and notifications

3.0 08/13/2018 New installation screens, import PBR screens

4.0 11/19/2018 Live transaction changes in dashboard

5.0 01/18/2019 DB restore, export of MAT/MBR keys, new parameters to
OA3.0 config file

6.0 04/22/2019 Force partner to enter password on each subsequent login,
Mark as Read option to read all alerts, display count of keys
in Search, proxy settings changes
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